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remote banking systems (RBS). In many cases these traces allow us to establish the
organizational scheme of crime.

The law enforcement agencies are building the international system of com-
bating this type of crimes, they are creating methods of investigation of crimes of
this category, they are strengthening cooperation with international institutions
and law enforcement agencies of different countries (including via telecommunica-
tion means and systems). This makes topical further research on the development
of innovative methods of detection and research of traces of crimes in the sphere of
using of information technologies.

Key words: special knowledge, computer crime, traces of the crime, information
technology.

YAK 343.1:351.746.5:004 CIIBBIGHOLUEHHS BE3IMEKW TPOMALSH 3 BPA3NIUBICTIO
0.B. boukosuli 3/104MHLIB B YMOBAX IHOOPMAL|IMHOIO
BIOKPUTOIO CYCIlIbCTBA

Y craTTi BUCBiTIEHO BIUIMB CydacHMX iH(MOPMAILTHO-TEXHIYHVX JOCATHEHb
Ha Oe3ITeKy CycITiTbCTBa Ta MOYKIIVIBICTE 37I0UMHINB YHVIKHY T BifIIOBiTa/TbHOCTI 3a
nporunpasHi gisaEg. OxapaKTepu3oBaHO OCHOBHI IlepeBaryt 3acToCyBaHHs iH(O-
PpMaLiHO-aHAJIITUYHMX CUCTEM Ta MOXJIMBOCTI IX 3aCTOCYBaHHS IPaBOOXOPOHHM-
MM OpraHaMy, 30KpeMa y Mepexi [HTepHeT, 11 BUSBIIeHHS Ta IIPOTHO3YBaHHS
37I0UMHHOI fAisuTbHOCTI. oBomeHo GesmocepeHro 3aleXHIicTh piBHS Gesmekn cyc-
MiJIbCTBA BiJT PiBHS I0I0 BiIKPUTOCTI.

Kirrouosi cioBa: ingpopmayia, besnexa, Gidxpume cycnisvcmbo, iHGpopmayiina cu-
cmema, aHasimuuna cucmema, Inmepuem, npomudis, ssouunHicmy, npaba i c6o6oou, one-
pamubHo-po3utyxoba OiAAbHICHTb, NPOSHO3.

ITocranoska npo6iaemu. CyuacHum CBIiT iHdOpMAIIiVIHIIX TeXHOJIOTIN Ta
BCEOXOIUTIOBaJ/IbHA iHdOpMaTHM3allis CyCHisIbcTBa iHTETPYIOTh KOXKHOTO I'PO-
Ma/IsHVHA B Mepexy, Xode BiH Toro um Hi. basa gaHux Oynp-gKoro minmnprem-
CTBa UM OpraHisallil MiCTUTBCS Ha €JIeKTPOHHMX HOCisX, IO IIepeialoThCs B
JlepkaBHI OpraHu Ta yCTaHOBU [l OOJIiKy um KOHTpoo. Bin camoro Hapo-
IKeHHs iHdopMallist Ipo HOBOTroO rpoMajsHMHA BHOCUTLCA [0 Oasu JaHmx i
Oy/1e TaM 3HaXOAMTVICA HaBiTh IiCIIS IOTO CMEPTi.

3BicHO, mo iHdoOpMallis mpo JIOOMHY W paHillle TIisArama obiiky B
Ppi3HOMaHITHIMX OpraHax 4y yCTaHOBaXx. 3 KaM'sIHIMX [IOIIOK y CTapOfaBHi 4acu
IO KapTOK TadyssrTopa B XX CTOJIITTI 3MiHIOBaBCS JIviIIe HOCIVT iHdopMariil.

ABTOMaTM3aLIjs IIpoLecy OOMIiKy po3royasiacst 3 Toro, 1mo 1804 poky dpaHity3
Kozed Mapist JKaxkapy BMHAMITIOB ITpwiIajl, SIKMV BUKOPVCTOBYE IepdpopoBaHi
KapTKM [JIs1 KOHTPOJIIO poOoTH TKalbkoro Beperara [1]. Y 1889 p. Tepman I'oswtepir,
CVH HiMeITBKVX eMIirPaHTiB, JOOITpalloBaB IepdOKaPTKOBIIT MEXaHIYHIVI IIPVICTPIN
JKM. Kaxkapma 111t 00poOKi BeTKOro o0csTy garmx. PoboTa Marmismy BusiByrIacst
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HaCTUTEKV BHasIoro, 1o Oropo mrepermicy CIIIA BukopmcToByBasio ii IIpy oOpoOri
pe3yrbTatis nepervicy HacesteHHs y 1890 pori. Taky Marmimy v iyt TvX e IiIevt y
1897 ponii kyrmwta Pocist. A 1902 poky I'.T'omepit crBopumB TabyrstTop, y sKoMy
KapTKM II0JaBa/IVCsd aBTOMATIIIHO.

[Ti3Hinre B>Xe KOMIT IOTEPHI TEeXHOJIOTI JO3BOJIVMIIV 3BeCTV BOEAVIHO BeJI-
uesHMI obcsr iudopmariii. IIpore mouaTkoBa KOMIT'IoTepwu3allisi He 3MiHMIIA
TIPVHIINII IIpollecy, ajpke indopMallisi B crajioMy BUIIIsi Oysla epeHeceHa 3
TariepoBMX HOCIiB Ha esteKTpoHHi. Croci6 06GpobKM efleKTpOHHMX HOCIiB iH-
dopma1iil 3HaYHO I10JIETIIIB POOOTY, ajle CyTHICTh IpOoIlecy He 3MiHWB.

[Mounmaroun 3 xixmsg XX CTOMITTA 1 10 COTOHI HOBi po3pobkm y cdepi
KOMIT JOTEPHVIX TEXHOJIOTiVI JIO3BOJIAIOTh BWMBECTM Ha SIKICHO HOBUVI piBeHb
poboty 3 00pobOkM maHMx, IO MIicTSTBCS Y KoMl IoTepHin Mepexi. CydacHi
CUCTeMM Ha IiJICTaBl aHaJli3y OTpMMaHMX JaHMX 3[JaTHi IIPOTHO3yBaTH il Un
nopii. Ampke cydacHi iHdopMalliviHi cucteMy MOXYTh cOpMyBaTH IIOIO 3a-
IUTyBaHOTO 00’ €KTa iHdOpMariiviHe JOChe 3 JAaHNMM, SIKi He TilBKM BHOCUIIN-
cs1 cy6’eKTOM 3BepHEHH: (Jep’kaBHMM OpraHOM 4l OpraHisalli€io), ajie 7 iH-
My cy0’eKTaMy CBiJOMO 41 HaBiTh BUITAAKOBO. € MOXJIMBICTE OTPUMYBaTV
iHdopMalio 1po ocoly 3 Takux DKepes, sK coliajbHi Mepexi IHTepHer,
BKITIOYarou PiHaHCOBY icTOpifo Ta 3acO0M BifJeOKOHTPOJIIO.

Croropsi aHasIi3 colia/IbHUX MepeX PeKOMeHyeThcs OaHKaMy IIpy BUpi-
IIeHHi NUTaHH:A ITpo Bugady nosuki. Y PO [TyxoBHO akaIeMiero aHali3yeThCs
iHndopMariisi B Mepexi 11oy10 abiTypieHTiB i, 3a/1eXHO BifI, pe3ysIbTary, BUpIIITy-
€TBCS IMTaHHSA ITPO 3apaxyBaHH: Ha HaB4aHH:. [lommproeTses ITpakTvKa Bimgi-
JIiB KafIpiB OaraThoX IPWBATHMX OpTraHi3alliil IIOHO IIepeBipKyM KaHuaTa Ha
TIocajly NDISIXOM aHasli3y 7oro mpodiimo y comianbHMX Mepexax. Amke IIpm
3ycrpiui KaaaumaT Oyrie nokasyBaTy cebe 3 SIKHAMKPaIoro 60Ky, 4acTo IIpyxo-
BYIOYM HETaTMBHI CTOPOHM CBO€T ocobmcrocTi. Tomi SIK y corfiasbHMx Mepexax
MicTuTbCs iHdOpMaLlisi 3a TpMBaJIMIL IIPOMDKOK HYacy i MoXke ITOKa3aTu pi3Hi
CTOPOHWM OCOOVCTOCTI, IOYMHAIOUN 3 IIPY3iB y Mepexi 7 3aKiHIyroun BigMiTKaMu
(/1avikamMvI) KOHKpETHVX HOBYMH, (POTO UM ITeperyIsily Bifieo TOLIO.

Ha xasp, B YKpaiHi He IpaKTUKYIOTbCS TaKi JOCIIKeHHsI IPY pO3IIIAIi
KaHIMAATYpV Ha 3apaxyBaHHsS B JepKaBHi CIy>KOOBIi UM  cIiBpoOIiTHMKM
MBC. Binpize Toro, Teopis onepaTMBHO-PO3IIYKOBOI IisUIBHOCTi, YTiM gK i
IIpaKTHMKa, irHopyIoTh cydacHi indopMalrivtHo-TexHiuHi 3100y TKY, 3aIMIIar0-
Uy CYCIIJILCTBO CaM Ha caM 3i 3JI0YMHHICTIO.

He morxHa irnopysaTyt Tom akT, 1o CyKyITHICTb JJaHMX, SIKi MOXYTb Oy-
T OTPVIMaHi 3a JOIIOMOTOI0 KOMIT I0TepHOI Mepexi, poOuTh 0co0y abcoroTHO
BiIKPUTOIO IIepeq] BiIIIOBiAHMMM OpraHaMu 4y CJIy>KOoBMMM ocobamm, sKki
MaTVUMYyTh TTOBHOBaXKeHHs I 300py Takmx maHmx. ToOTo, cycmiyibcTBO, ¥
SKOMY € JIOBipa 710 BilIToBiHVIX CJIy>K0, 1110 3IiVICHIOIOTh MOHITOPMHI Mepexi,
MOJKe BBaXkaTVCS BIIKPUTUM. AIDke HOOPOIOPSIHMUI IPOMaISHUH, KOTPUIL €
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WIEHOM BiIKPUTOIO CYCIIUIBCTBA, BIIKPUTUI [1JIs1 KOMIIETEHTHMX OPraHiB Tak
caMo K i 0co0a, sKa ToTye um CKOIOE 3JI0UVH.

Taxvivm umHOM, piBeHB Oe3IeK CyCIThCTBa IIPSMO 3aJIeXKHI Bifl, piBHS 11010
BinkpurocTi. BomHowac, uvM GitbIlie BimKpuTe CyCIIIBCTBO, TVM OUIbIIEe Bpasm-
BUVI 3/IOYMHELb, aJIKe TeXX CTa€ BiTKPUTIVL )11 [IPAaBOOXOPOHHIX OPraHiB.

Amnasni3 ocraHHIX gocmimKeHpb i myOsikanint. CygacHmit iHdopMarivHo-
TexXHIYHWVI IpOorpec 3yMOBJIIOE TIOCTiVIHI IVCKYCIl cepert, HAyKOBIIiB pPisHMX cdep,
Bill TeXHIYHMX [10 COILiaJIbHO-TyMaHiTapHMX HayK. He € BuHSATKOM i IopmiyidHa
HayKa, ajDKe IIpaBOBi BiTHOCHHWM B iHdopMarivHiv cdepi nmorpeOyroTh Bimmosiz-
HOrO HOPMaTMBHOTO Pery/IiOBaHH:, a HellpaBOMipHe BMKOPWCTaHHs: iHdopMa-
LiVHNUX pecypciB oTpedye BiNIOBITHOI peakliil IMpaBoOXOpoHHNMX oprasis. Came
TOMy 15 POpMyBaHHS BYCHOBKIB Ta KOHKPETHVIX ITPOITO3MLIiN He OTPiOHO irHO-
pyBaTu IorepeHi HayKoBi 3M00yTKM SIK TeOpeTVKiB KpYMiHaJIBHOTO IIpoLiecy, TakK
i CyMbKHMX TaJTy3eV 3HaHb. Y KpUMiHaTbHOMY ITporieci Ta Teopii OP/] okpemi ac-
mektt abo cyMmbkHi IMTaHHA wHjel npoOnemu posmrimam 1.O. Bopowos,
E.O. Oinoperko, O.P. Jomxerkos, C.B.€cpkoB, B.II 3axapos, O.I. KoszaueHko,
B.II. Kporxko, .. Huxudopuyk, B.C. Opumucpkuir, C.C. OpumHCbKM,
10.IO0. Opnos, BJIL Opturcekuir, M.A. IToropenbknit, b.I'. Po3oBcekmiz,
E.B. Puxkos, B.I'. Camoiuios, B.I1. CronboBui, 1.®. Xapabeprom,
O.M. Yucroninos, IO. IOxuoBens, B.1. fryiko v inmi BueHi.

VYTiM, 3JI04MHHW CBIiT MIBUIKO aflalITYeThCs 10 PiBHS PO3BUTKY iHAOP-
MAIIiIHMX TEXHOJIOTIN Ta IIPVCTOCOBYE X Ha CBOIO KOPWCTb, 110 IOTpelye
IIOCTiVIHOT POGOTV HAYKOBIIiB Ta IIPaKTVKIB [JIs TIOIIYKY VI pO3pOoOKM ameKsa-
THMX 3ac00iB Ta 3aXOZIiB IPOTHIIL.

dopmyBaHHA Hisert. MeTa cTaTTi: BUCBITUTY BIUIMB CydacHUX iHoOp-
MaIlilTHO-TeXHIYHMX JIOCSATHEeHb Ha OesleKy CyCIiyIbcTBa Ta MOMJIMBICTD 3710-
YMHITB YHUKHYTY BifIIOBIAaIbHOCTI 3a IPOTUIIpaBHi MisHH:. [loBecTn IpsMy
3aJ1eXXHICTh PiBHA Oe3IeKy CyCITIbCTBa BifJ, PiBHS IOTO BiIKPUTOCTI.

Buxsiag ocHOBHOro Martepiay. YBech CBiT ITOCTYIIOBO Vifie IIUISIXOM 3arIpo-
BaKeHH:1 HOBITHIX iH(OpMAIIiVTHNX TeXHOJIOTiN Y IPaBOOXOPOHHIV cdepi, ocHO-
BOIO fKMX € iHdopMaliiHo-aHaITIUHI crcTeMi. Tak, B aHIVIVICBKOMY JXypHaT
«Police» orryOrnikoBaHa CTaTTS PO BMKOPWMCTaHHS CydacHMX iHOpMAaIinmHmx
TeXHOJIOriN y poboTi dinancopnx crigunx. Ha mouarky XXI cTONITTS IIpaKTIHO
KOXKHa 0ocoba 3aJIviIiae 3a coOO0 eJIeKTPOHHVM CIIif iHdopMariii (Hampukiaz, y
Beymkint bpwrasii 3arayibHa KiTbKicTb 6a3 IaHMX, [ie TPOMaJISHY MOXYTh 3aJIVIIV-
TV €JIeKTPOHHWI CJTiJI, CTaHOBUTH OyM3bKO Tphoxcot). Ilepern omimavmm 1octae
3aBiaHH: 3i0paTv maHi 3 X 6a3 CTOCOBHO KOHKpeTHOI 0coO, IIoTiM BinduIbTpy-
BaTV 3 IVIX BiZITOMOCTeV! TaKi, IO BiITIOBi/Ial0OTh ITapaMeTpaM po3CyIiyBaHHS, TOOTO,
iHaKIIle Ka)Kyuw, IIepeBipuTi OTpyMaHy iHdOpMAaIIil0 CTOCOBHO OUIBII IVPOKOTO
KOHTEKCTY pO3CIIiyBaHHS I TOTO, 1100 3BeCTV BOEIIMHO BCi BIOMOCTI 1 ITpOBec-
TV @HAJIi3, 3riTHO 3 SIKMM HeoOXiTHO f1isitv Haaut [2].

279



BicHuk JlyzaHcbko20o OepxagHo20 yHigepcumemy
1’2016 eHympiwHix cnpae imeHi E.O. [JidopeHka

Awnrmiviceki paxiBIi po3poOmv HOBUVI KOMIT IOTEPHWUV METOf, SKWUWM JI0-
3BOJIsie imeHTM(iKyBaTV HeBimoMi 11 TaeMHi 3B 13KV MK PpisHUMM WIEHaMM Te-
POPUCTMYHIMX Ta KPYMIiHaJIbHVIX yTPyIIoBaHb. ['010BHOIO IIpo0sieMoro ycIinmHol
peaTizaril BeJIMKOMACIITAOHOrO KPVMiHaJIBHOTO PO3CIIioyBaHHs € BCTAHOBJIEH-
Hel 3aIUTyTaHOI CHCTeMM BiTHOCMH MDK THIMM, XTO VIMOBipHO MOXXe OyTV yJacHU-
KOM KpVMiHaJIbHOT JTisUTbHOCTI. AcomiaTnHa Mopenb naHnx AMD (Associative
Model of Data), koTpa XxapaKTepU3yeThbCS SIK IIEpPIITNIT BeJIMKNUY IIPOPYB B apXi-
TeKTypi Oasy maHuX IIicys mossy IHTepHeTy, Jae MOXJIIMBICTL TIEPeKMHY T Mic-
TOK MDX po3pisHeHVMM Oa3aMut maHMX, 3abesmedyod OUIBIIT MOXIIVBOCT IS
posciminysanss. 1 mMonens dopmye mani momibHO 40O TOro, SIK MV MMCIVIMO,
THM CaMVM 3HAYHO 3HVDKYIOUM ITOTpeOy y BeJmMKoMy oOcs3i ITporpaMyBaHH:d,
IIO3BOJISIIOUN KOPUCTYBavaM 3BepTaTHCs 3a IOIIOMOIOIO JI0 KOMIT IoTepiB i ofep-
JKyBaTM BifIIIOBi/Ib Ha 3aIIUT He IIPOTSATOM MiCSIIiB, a IPOTSATOM IeKUTbKOX TOJIVIH.

Ha sinminy Bin Guibmmocti 6a3 maHMX, CIpOeKTOBaHMX TakK, 11100 30upaTi
BY3BbKOCTIEITiaJTi30BaHy, CyBOpPO peIllaMeHTOBaHy iHdopMallifo (Tak 3BaHi
CTPYKTypoOBaHi 0a3u maHmx), 115 6a3a JaHMX 1I00yIOBaHa 3a IIPUHIIAIIOM ap-
xiBiB maHuMX. B apxiBu maHwmx 30MparoTh yce, II0 BOHWM MOXYTb yBiOpaTui B
cebe, HiYOro He BiAKMIAIOYM, TOOTO IPaKTUYHO B OAHY Oasy maHMX 30mpa-
FoThCS Bci MoxmBi iHopMarivHi 0a3y pisHMX HOITYKOBMX cHcTeM i OaHKiB
IlaHMX, IPUYOMY Pi3HMX BiToMcTB i ycraHoB [3].

Hocuth ckasaty, 1o opranu HartionaysHoi norintii YkpaiHm 1opiuxHo
peecTpytoTh OUTbile 3 M/IH. IOV, IO MarOTh O3HAKM 3JI0YMHY, i BXe Ha
TIepPBUHHOMY eTarti 00po0sIsteThes iHdopMartist mprbmisHo mpo 3,8 MTH ocib, y Tint
uy {HITV Mipl IpMYeTHNUX OO0 BKa3aHMX Y 3asBax (pakTiB. PosciimyeTsest Orm3bKo
MiBMUTbIOHA ~ KPVMIH&JIBHMX — HPOBajDKeHb. AIAMIHICTpaTVBHI  ITPOTOKOJIN
CKIIAJIAIOThCS. CTOCOBHO Marvpke 6 MyIH. ocil. [lekiyibka MiIbVIOHIB IpoMapsH, sKi
epebyBaroTh Ha OOJIIKY B OIepaTMBHO-TIOBIIKOBiN KaproTeri MBC, mimrararors
GesrrepeppHOMy MOHiTOpMHTY. TitbkM HOpMaTMBHMMM AoKyMeHTamyu MBC
periaMeHTyeThcs PyHKIioHyBaHH: 17 indpopmariinHmx 6a3 manwix [4, c. 219-228].

ITpaBooxopoHHi OpraHu 3apyOLKHVX KpaiH IIMPOKO BUKOPYCTOBYIOTh aBTO-
MaTm30BaHi iHOPMAIIiTTHO-TIONTYKOBI CHCTeMY, SIKi JIO3BOJIIOTh 3HAYHO OITMMi-
3yBaTVi POSKPUTTS Ta PO3CIIIYyBaHHS 3/I0UMHIB, YUMHEHVX WIeHaMV OpraHizoBa-
HVX yTpyTioBaHs [5, c. 57]. Aste cydacHi Temr oOMiHy iHGOpMaLIi€lo Ta 3aTaTbHT
PWTM XXWTTs], 30KpeMa Vi 3/TOUMHHIV, 3MYIITy€ ITOCTIVTHO BAOCKOHATIOBATY METOIM
Ta criocobu poboTV 3 MacuBaMM JIaHWX, IO Oe3lepepBHO 3pOCTaiOTh. Y I[bOMY
Tpolieci He3aMiHHVMY TTOMiUYHMKaMM € iHOpMaIliiHO-aHaTITVYHI crcTeMu, oc-
HOBHOIO ITepeBaroo sKMX € aHaJli3 Ta IIPOrHO3YBaHH:I.

Ho 2014 poxy Taka iHdopMarirHO-aHaITHYHa crcTeMa fAisvia 8 ['YMBC
Yxpaiam B Jlyrarcekivt obmacti. Cam 30ip HeoOximHoT iHdopMartii B cucTeMi Ta 1i
aHaIi3 3[iVICHIOIOTBCS B MeXAaX TUIIOBUX MOIeNeV], PO3pOOJIEHNX 3arajIbHOI0
Teopi€lo TI3HaHHS, KpuMiHaticTKoo i Haykoro OPJI. Aste Oymp-sika TwItoBa
MofeTb (POPMYETBCS 3 ypaxyBaHHsSM MMHYJIOTO HOCBidy i sBisie coboro B
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y3araJIbHEHOMY BUIJISIL Te, IO JeCh KOJIVICh Oys10. A JKWUTTS He CTOITh Ha MiCI,
3JI0UVHII BUHOCSTB YPOKM 3 TIOPa30K, ITpOrparody IIpaBOOXOPOHHVIM OpraHaM, Ta
OCBOIOIOTh HOBi mHpuyiomu 11 cdopmu mpoTuirpasHoi AisumbHocTi. Tomy min yac
30MpaHHs 1 aHaJli3y OIepaTMBHO-PO3IIYKOBOI iH(OpMallil poOUTBCS MOCTiVHA
MOIIPaBKa Ha MMHAMIUHICT JOC/IIPKYBAHVIX IPOLECiB, MOXIIVBICTD ITOSBU HOBYX
opraxisariivHIX opM 3JTOUMHHMX 00’ €/THAHb, YIOCKOHAJIEHHS CTapyX i po3poOKy
HOBVX IPUIIOMIB IIpoTujl mposefeHtIo OP3 i po3ciimyBaHHs B LIUIOMY.

3aBasKNM BifIpaliboBaHVM TexHosIorisiM 3a 9 Micaris 2010 poKy TUIbKM Tpu
criBpobiTHMKY opHoro 3 migposautis YIT YMBC B Jlyrancekiin obmacTi (Biggity
«OPIOH») poskprm 297 TSOKKMX i 0cOONMBO TSDKKMX 37TOUVHIB, PO3CITiyBaHHS
KX TPaJVILLVIHMMV MeTO[aMVi BVISBWIOCS HeBIAIMM (PO3C/IiIyBaHHS Oysio
TIPUITVHEHO y 3B’513Ky 3 HeBCTaHOBJIeHHsM BuHHOTO). Ceper HUX - BOMBCTBa
(30xpema mopBiviHi), po30ivtHi Hamany, rpabexi, TOpriBis 30po€ro, TSDKKI
HapKo3jlouMHM TOIo. IIpu 1boMy Hepimko IlepBmHHa iHdoOpMallis mpo
3JI0UMHIIB CIIOYATKY B3arasli BiCyTHsI B iHcbOpMAaIIiiTHIIX MacuBax — caMa cucTeMa
Gyr1a GesrocepertHiM JkeperioM HoBol iHdopmariii rrpo ocib [6, c. 10-12].

i peanisawii BkasaHux 3aBgaHb mnporpamictv YIT pospodwim Ta
BIPOBaIWIN B MPaKTUKY Taki creliasiizoBaHi cuctemy, sk «COBA», mpuHIIu-
MOBOXO BiAMIHHICTIO £KOI € 3[iVICHeHH: Ha IIPaKTUL MOXJIMBOCTI iHTerpailii B
envHMY iHpopMarttiHM MacuB yeix HaseaUX B YIT YMBC Bimomumx iHdoO-
PMalliIHMX pecypciB (30KpeMa, MacyBU JJaHWUX OIlepaTUBHO-PO3LIYKOBOT [Iis-
JIbHOCTI) i Oa3w maHMX IHIIVIX BiTOMCTB.

Kpim Toro, noTpi6HO po3yMiT, 110 MOXKIVIBOCTI Cy4acHMX iHdopMariin-
HO-aHaJIITMYHVIX CUCTEM Y JiepKaBHOMY iH(OpMallilTHOMY IIPOCTOPi € HertoB-
HUMW. AJDKe 3aJly4eHHs 10 Iporecy oOpoOkm maHmx indopMaliintHoro mpoc-
TOpy I7100aIbHOI Mepexi IHTepHeT 1103B0JIsie 3HaYHO PO3IIMPUTH IIOTeHIIial
aBTOMAaTM30BaHMX CVICTEM 3 OUIBIIIMY MOXJIMBOCTSMM BUSIBJIEHHS, a OCHOB-
He - IIPOrHO3YBaHH: 3/I0YMHHOI TisJTbHOCTI.

bisteiie TOro, HOBITHI TeXHOJIOTII JJAlOTh 3MOTY aKTUMBHO Ta ITPOIYKTMBHO
OPOTVIIATY TPaHCHAIIOHAJILHIVI 3/TOUMHHOCTI 32 PaXyHOK BiZICyTHOCTI KOPIIOHIB y
r7100asIbHIT MepesXi. 3HaUHO ITOJIETTIYEThCs B3a€MOZIist Ta OOMIH TaHVIMI MK TIpa-
BOOXOPOHHVMV OpraHaMy pisHuX KpaiH. ITpymipoM, po3IIyKyBaHMiT 3/I049vHelb
MO>Ke OyTV BCTAaHOBJIEHVVI IIUIIXOM 3aCTOCYBaHH: OJIHi€l 3 IIporpam ineHTvdikartii
ocobm 3a doTo um Bifleo 300pakeH M. Takuri IOCBif, yke IIPaKTUKYEThCS OKpe-
MMM 3apyOLKHVMMM JIep>kKaBHVMM Ta IIpyBaTHMMY Bijomcrsamm [10, 11, 12].

JI1s1 TinTBepIDKEHHS 3HAUYIIIOCTI Ta HeoOXiTHOCTI 3acToCyBaHHs iHdOpMa-
LiVHO-aHAJITUYHVX CUCTeM I 3a0e3lIeueHHs! BiIKpUTOCTI CyCITIIbCTBa Ta 3a0e3-
IIeUeHHs I0To Oe3reKM IMiIKpecIMMO HeKiIbKa X crierdivnmx sikocrert. Iepirre:
HeMae HeoOXimHOCTI JoBOIMTY, 1110, KpiM ycix iHmmix nepesar, IIAC Mae 111e 11 Mo-
TyTHIVI TIOTEHITaJI IOTATKOBVIX TAPaHTIV 3aXVCTy IIpaB i cCBOOOI, 3aKOHOCITY XHSHIIX
rpomMazisiH. CricTeMa [T03BOJISIE 11Ie Ha IToIlepeTHbOMY eTarli BilICisTu 3ariBe, YHUK-
HYTV HeOOTPYHTOBaHVIX ITI03p Y CKOEHH] 3/I09MHY 3HauHOI YaCTVHM 0ci0, Ha SKmx
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uepe3 BUIIAKOBIMI 30ir oOcTaBMH T1aziae Taka TiHb. CKOpo4yeThcs HeOOXiHICTb
JIOINTI $IK CBiOKiB IPOMAaISH, 1110 He BOJIOIIOTH, 5K IIOTIM 3 SICOBY€ETBCS, HEOOXisI-
Hoto iHdopmariiero. CKOpOYYIOTbCs, HapellITi, BUTPATV Yacy OIlepaTMBHIX IIpa-
LiBHVKIB, CJIIUMX i, BIIITOBIHO, TEPMIiHI PO3CITiTyBaHH:L.

[pyra BaxxImBa SKiCTh - iHTerpoBaHi iHpOpMaIliTHO-aHATIITUYHI CHCcTeMM
JIO3BOJISIIOTh  ITOCTaBUTM Ha JOCTOBIPHO HAyKOBY OCHOBY MeTOJIOJIOTiIO
PO3CIiTyBaHHs 3/IOUVHIB, IIEPETBOPUTI B peasIbHICTh OCHOBOITOJIOKHWI ITPVIHLIVIT
yCebiuHOCTI pO3CITiTyBaHEHs, 110 IOBCIOITHO He peaTisyeThest. Harrprxiiar, y KoxxHOoMy
MiIPYYHVKY ITPOTOJIONIYEThCS BVMOTIa ITePeBipKM BCiX BepCiVl, IO BUCYBAIOTHCS B
cripasi. I 3a 3arayisHVIM IIpaBIIOM Bepcii, ITOBHICTIO ab0 He yxKe, IepeBipsroThes. Ajle
TepeBipsIIOTBCA BepCii, IO BUCYBarOThCA. A caM IpoLiec BUCYHeHHsI BepcCill HeMHyJe
oOMe)xeHMVT TIepBMHHOIO iHGoOpMaliero. 31eGUIBIIIOr0 BOHA BeIbMM  Mi3epHa,
TI03BOJIsIE POOVITYA JIVITIE THTIOB TITOTETMYHI IPOTrHO3A.

BukopricTaHH:I cydacHVX TeXHOJIOTiVI CTBOPIOE MOXK/IVBICTD ITiITBEpANUTI He
TUIBKM BiICyTHICTH y MOMEHT TIOfIi 0ci0, Ha SIKMX IIajia€ TiHb, ajle V1 IPUCYTHICTb
THX, XTO 3 Oymp-KOI NPpUUYMHM He IOTpalMB y IIOjle 30py CBiOKiB um He
3aKkapOyBaBCs B 1 TTaM sITi, IIpOTe BUK/IVIKAE OTlepaTvBHII iHTepec. Hakormraermim
y cucremi MacvB iHdopmarii Ipo KpPUMIHOTEHHI YCTaHOBKM, 3B S3KW,
IIlepecyBaHHSX IIEBHMX OCIO CTBOPIOE MOMUIMBICTB BUCYHYTM BepCilo IIpo
IIPUYETHICTD JI0 3/I0UMHY, SKIIO HaBiTh 3a JIOITOMOTOIO CBiJIKiB i TexHiuHVIX 3ac00iB
He Oyr1a 3acdikcoBaHa X IIPVUCYTHICTh y MOMEHT VIOTO 3/IiVICHEHHSI.

Hapemri, y GaHKy pmaHMX cucTeMy HaKONWYY€eThbCs iHdopMallis, Io
mpalifoe sK Ha KOPWUCTb BUCYHYTOL Bepci’l‘, Tak i Ha 10 CITPOCTYBaHHSI.
CymepeuHicTb BUSBIIAETbCS Ha Ilepiiint crapil anastisy. ITporpama obmexye
cy0’exTmBisM  citimyoro.  OpHOWacHO B cmcreMi wiTko pikcyeTbess dac
HagxoikeHHs iHdopManii, 1mo mgo3Boisie  BimokpemuTn  cy6’exTmBHI
HallapyBaHHS B TJIyMadeHHi MO/l CBiIKOM.

Tperss mepesara - 3 BuxopucranHsM IIAC kpumiHamicTMKa i Hayka
OITePaTVBHO-PO3ITYKOBOI [TisUTHHOCTI OfePKYIOTh HOBUIL HaIIpsiM PO3BUTKY. SIKIIIO
paHillle Ipollec PO3CIyBaHHS VIIIOB Bifl 3JIOUMHY [0 3JI0YMHIIE, TO HUHI
3 SIBTISIETECS. MOXIIVBICTE Oy/TyBaTl CTpaTeTiIo iHaKITIe ~ Bif 3/TOYMHIIA /IO 37I0UVHY.

TpaguitiviHO J1TaTeHTHVIMY BBaKaJIMCA [TOBepILIeHi 3/I04MHM, KO/ B IIpolieci
posciinyBaHHs 0coOy, BUHHY B iX BUMHEHHI, BCTAHOBUTM OyJI0 HEMOXUIMBO. SIK
CBi4aTh i Teopis, i IIpaKTVKa, YMMaJIMIA BiICOTOK AOBepIeHMX 3/I04VHiB, 30KpeMa
TSDKKVIX, B3arajli He BVSIBJIAEThCS. ITpyravmm pisHi - Bil peTesTbHOrO MacKyBaHHS
IHSAHHS 10 3aJIIKyBaHHs abo 3HMIIEHHs 0ci0, Bill SIKvX IOBMHHO OysIo HafiiTu
MIOBIHOMJIEHHSI IIPO [oBepileHmi 31ounH. o 1poro Tpeba TakoX HOmaTi
FIOUMHY, 3a SKVMU depe3 Pi3Hi, 37MeOUIBIIIOro He 30BCiM 00 €KTMBHI IIPWYVHW,
KpVIMiHaJIbHI CITpaBY1, HaBiTh 32 HASIBHOCTI 32518V, HEe TIOPYIIYIOThCSL.

Hakonmaysani 6asu maHux i BifmosinHe mporpamse 3abesleueHHs
TIO3BOJISIIOTh  ITPOTHO3YBAaTV MOJMJIMBICTH CKOEHHS 3JIOUYMHY KOHKPETHOIO
0c00010, BXMBATW 3aXO[V I VIOTO TIOIIepeKeHHs i IpUIMHeHH:s, a SKIIOo
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TaKi 3yCvyUIs JapeMHi — BUSBIIATY Ta PO3CIIAYBaTH VIOTO IO rapsumx CJlifax.
Pospobkm Takmx mporpam BemyThest B CHIA i pmesxux KpaiHax €Bporn,
BiITIOBIHMVI HAyKOBUV TIOTeHIias € i B YKpaiHi.

YeTBepTa nepeBara - iHTerpoBaHi iH(OpMaIiTHO-aHAIITUYHI crcTeMM
CTBOPIOIOTH MOXIVBICTh OUTBII IUIIHO peastisyBaTyi CyBOPiBCHKMIE IIPVHITIAIL:
«3IVIByBaTW, ITPUTOJIOMIIVITY, TIE€PEMOTTV>.

IT'sita - BOpoOBa/DKeHHs IIPVHIIAIIOBO BiIMIHHVIX Bill iCHYFOUMX METOIMK
Ge3KOHTAKTHOIO ITPOBEMIEHHS PpO3CIifyBaHHS 3 peaJlbHMMM ocobamu [10
3aBepIaJIbHOTO TI0TO eTary. 3a IUIO0 HM3KOKI KaTeropiil 3/I04MHiB, IO
PO3CITIAYIOTECS, BUKOPUCTaHHS iH(OpMaIiHO-aHAITUYIHNIX TeXHOJIOTiT He
BVIMarae HaslBHOCTI 3asBV1 ITOTePITIOro, MPOBefIeHHs PeBisill y TpaauIIiiTHOMYy 1X
pO3yMiHHI, JOIWUTY CBifKIB I BimoOpakeHHs, HaIpWKIaz, IPOLEAyPU
IIPOXOPKEHHST OyXTaJITepChbKMX JIOKYMeHTIiB. 3BiIc HeMwHydYe IIOBVMHEH
BiIOyTHCS ITepenIsy, HesKMX Ha HYHI ICHYIOUMX IOCTYJIaTiB TeOopii Ta IIPaKTUKI
nokasysaHHs. CkaxiMo, MpoliecyasibHe 3aKpilUIeHHs BUKOPUCTaHHS SIK JOKa3
BiTIOBiAHIIM UMHOM OQOPMJIEHMX pe3ysIbTaTiB iHdOpMaIliHO-aHaTIHOL
(xoMIT'IOTepHOI) PO3BiIKM [I03BOJIUTH CIIPOCTYBaTV HEOOXiHHICTH BUIydeHHS i
3aJlydeHHs] [I0 KPMMIH&JIBHOI CIIpaBM 3HAYHOIO O0CSTy OyXrayrrepchKmx
IIOKYMEHTIB, III0 Pa3oM 3 BiZ]MOBOIO Bill IpoBereHHs OyxrarepchbKoi peBisii He
TUIBKM CKOPOTUTL TepMiHM CJIfICTBa, ajle VI He CTBOPIOBATMMeE IIepelkof, y
IisUTPHOCTI cy0’€KTa ToCIIofapIoBaHHs, 110 TepeBipseTncs [7, c. 313-324].

AJle BaXXIMBO BpaXOBYBaTH V1 3BOPOTHMI OiK BigkpmTocTi cycribersa. Ilo-
TIepIie, OYEBVIHO, 1110 UMM OiIbllle MOMJIMBOCTEV OTpMMaTV iHdopMaliifo mpo
ocofy, sika IIiKaBUTh IIPaBOOXOPOHHI OpraHw, umM OiTbllle IDKepesr TaKmxX
Bimomocrert, TM Kpatie. 3 iHmoro GoKy, IpoMasisiHV 3allikabjleHi B peaTisariii
mpaBa Ha ocobuicte mrTs. ChOTOTHI y CBiTi CIIOCTepira€ThCsl CIIOTBOPEHHS
ysBJIeHb MpO IpaBa i CBOOOIM JIOAMHM Ta rpoMajsiHnHa. Hasite B ymoBax
MiIBMIIeHOI HeOe3leKM TepopwsMy BiOyBa/wCs BUCTYIM IIPOTM IIOCVJIEHHS
TIpaBWI AOIISY TacakupiB i Oaraxxy IIpv aBiariepeBeseHH:IX, Xo4a BCiM OUeBWITHO,
11O VAIIDIOCS ITPO 3aXVCT XUTTs yrozeit [8, c. 20].

ITpaBoMipHicTe OTpyMaHHS, 30epirares i 0OpoOku iHdOpMariii, ska sBIIIE
co0oro orepaTMBHIII iHTepec, Y IV IX YMOBax y OaraTbox KpaiHax CBiTy, 30KpeMma 11
YkpaiHi, BUKIMKaJIO aKTVMBHe HENPUMHATTA 3 OOKy NpaBo3axucHUMKiB. Tomy
PpemIaMeHTallis PaBOOXOPOHHOI [IisUTPHOCTI Ha 3aKOHOIABUYOMY i HOPMaTVIBHOMY
PIBHSIX IIOCTiVIHO BIOCKOHaIIOBaIach. 3a POKM He3aIeXXHOCTI B Hallliil KpaiHi
cchopMOBaHO TIPaKTMYHO HOBe 3aKOHOAABCTBO y cdepi iHdopmariii Ta
indopmarmsartii. epkaBa BIOCKOH&/IOE iCHyIOd4y Ta pO3po0OiIste HOBY
HOPMATVUBHO-IIPaBOBY 0a3y iH(OpMAIIiHIIX BiTHOCHH.

OcHoBy 3arajbHOrO IIpaBOBOIO peryjloBaHH:A iH(OPMaLiTHOro
3abesrregerHs OBC cTaHOBIIATH 3aKOHOAABYI aKTV BUIIIO! IOPVIIMYHOI YMHHOCTI
3araJIbHOMIeP)KaBHOTO 3HaUeHHs, Y AKMX 3aKilafieHo yHIaMeHTaIbHi ITOHATTS
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LbOIo BUY HisUIbHOCTI. JIo Takmx OcHOB Hacamiieper, HajiexuTb KoHcTuTy1is
Vkpainm [9, ct. 141].

Bapro 3ayBaxkuT, 10 BioMOCTi ITpo 00’ eKTu 00JTiKy, 5Ki 30epiratoTbest B
iHpopMamivHMX MacuBax omepaTwsHUMX IIifposainie OBC, e saxuiieHoro
3aKOHOM TaEMHMUIIEIO, 110 HMifATBeppkeHo pimeHHsaM Koncruryninaoro Cymy
Yxpaiau y crpasi moo0 odillirtHOro TpakTyBaHHs cTartent 3, 23, 31, 47, 48
3akony Ykpainm «[Ipo imdopwmariro» i cratri 12 3axkony Ykpaiam «IIpo
npokypatypy» Bin 30 xoBTHa 1997 poky. ITyHKT 2 1bOro pilleHHs FOBOPUTD:
«gacTMHY I'ary craTTi 23 3akonHy Ykpaiau «IIpo imdopwmariro» posymitu
TaKMM YMHOM, IO KOXHa ocoba BIpaBi 3HavomMwuTucs i3 3i0paHOIO Yy
BigHOIIEHHI Hel iHdOpMalliclo B oOpraHax [ep)KaBHOI BJIamy, OpTaHax
MiCLIEBOTO CaMOBpPsIyBaHHs, YCTaHOBaX i OpraHisalisax, SKIIO 1i BiTOMOCTi He
€ iepKaBHOIO a00 iHINIOO 3aXMIIIeHOI0 3aKOHOM TaEMHWUIIEIO».

Bomrouac indopmariisy, 10 MicTUTBCS B Mepexi IHTepHer, € y myGrmiurHOMYy
TIOCTYTIi V1 KOPUCTyBayi caMOCTIVIHO 1i Tyy IIOMiIIIaloTh, YCBITOMIIOIOUM, 1110 BOHA
Moxe OyTu TeperigHyTa cTOpoHHIMM ocobamit. ToOTo, 3HOBY X HeMae IIificTaB
TBEpP/AWTY PO MOPYILIEHHs! YMIX0Ch ITpaB Ul OCOOMCTIX iHTepeciB.

TakvM uMHOM, 3a HasBHOCTI [JOCTaTHiX IIifICTaB IIOJIIliSI Ma€e ITpaBoO
30mpaty, 30epiraTit 1 TIOIMpIoBaTV iHOpPMaLlifo, BKIIOYArou KOHQIAEHITHY
1 Taxy, sIKa IiAIafae I creliaibHi PeXUMU PeryJIoBaHHs, 10 CTOCY€ThCS BCiX
00’exTiB KpmMiHaIIBHOI peecTpariil. HeommiEHMMM yMoBaMu IS 3aiTydeHHS
TaKMX BiToMocTelt B iHQOpMAIliViHi ITpollecr ITOBVMHHI 6yTVI, mo-TIepire,
rapaHToBaHe JOTPVIMaHHA PeXWUMy TaeMHOCTi, a IIO-JIpyre, BiIIOBiITHICTL
[IPaBOBVIM ITi/ICTaBaM.

OcobymBoro 3HaYeHHsI AOCILKyBaHi IIMTaHHA HaOyBalOTb CHOTOfIHI, KOJIN
KpVMiHOTeHHa CUTYyallis B YKpalHi Bii3epKaIloe TeH/IeHLIIO 10 30UIbIIeHHs Ki-
JIBKOCTI 3BepHeHb I'pOMaJIdH ITpO KpVMiHaIbHI Iofil. OTke, MaeMo 3Ha4He 3poc-
TaHHs HaBaHTa)keHHsI Ha ITpalliBHMKIB onlepaTyBHMX mimposaitie OBC, mo pasoM
3 mpobleMaMy KaJIpoBOTrO 3abeslleveHHs], HaKOIMMYeHVMM ITPOTSATOM OCTaHHIX
POKiB, TITbKM YCKIIA[THIOE KPU3Y IIPaBOOXOPOHHOI cycTeMu [8, ¢. 9].

BucroBku. TakuM 4MHOM, MOXHa CTBepKyBaTH, IO IepeJliK HOBUX
BUIIB Ta HaIpsAMiB 3acTOCYyBaHHS iH(OPMAaLIVIHMX TEeXHOJIOrim Yy
TIPaBOOXOPOHHIV AisUTBHOCTI ITOCTIMTHO 3pOCTaE, MHOXAThCS CIIOcoOm i 3acobm
GopoThOM 3 HOBUMM IIPOSIBAMM 3JI0YVMHHOI [IisUIBHOCTI, KpiM Toro, HaOyBaroTh
crenydivHOro po3sBUTKy dopmu, 1o Bxe icHysasm. Ceper HUX - ollepaTHBHA
Ppo3BifiKa, IO TPaAMILINHO pO3MIAHaIacs sIK OfVH i3 BUIiB HerJ1acHOI poboTuL.
Bona, mo cyTi, Mae mo3auvacoBuit xapakTep i ITPOHOBXYE 3aCTOCOBYBATVACH,
He3Ba)XalouyM Ha MPUCYTHICTH TEeBHMX HeTaTMBHUX MOpPaJIbHO-eTUYHUX il
OIIiIHOK He TUIBKM B INIMPOKMX BepcTBax HaceJleHH:, ajle ¥ cepeq
CHiBpOOITHUKIB MpaBOOXOPOHHMX opraHis. IIpoTe B cydacHUX yMoBax
HaOyBae Bce GiIbIIIOT aKTyaJIbHOCTi, Ma€ BUCOKY pe3yJIbTaTMBHICTh ITOPiBHIHO
HOBUJI HaIIpsM OIlepaTMBHOI PpO3BIAKM - PpO3Bigka iHdopMmaIriviHo-
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aHaJIiTMYHa, Y ITOJaJIbIIIiV JIOKasIi3allii iMeHOBaHa PO3BiIKOI0 KOMIT I0T€PHOIO.
[i noTeHmianm MakcUMMasbHO TIOBHO BUKOPUCTOBYEThCS B 0OpoThGi  3i
37TOUYMHHVIMU JIiTHHSIMI, IIT0 PeasTi30BYIOThCS 3a JOTIOMOrolo [HTepHeTy.

[TincymoBytoum, 3asHaumMMo, IO MacuBu iHdQopMariii, sKi ITOCTIVTHO
3pOCTalOTh IIOIO KOHKPETHOI 0coOM Ta CyCHIbCTBa B IIJIOMy pasoM 3
PpO3BUTKOM iHPOPMALIiFHVIX TEXHOJIOTIN Ta crIocobiB 06poOky Takol iHdopMariii
HeMVHyYe IPU3BOINUTh A0 IIPO30POCTi COLiayIbHMX 3B SI3KiB, HaBiTh SKIIO Taki
3B'S3KM  Ta BigHOCMHM cycmilbHO HeOesmeuni. [enepaspHa Mera -
TIPOTHO3yBaHHS MOXJIMBOCTI CKOEHHSI 3/I0UMHY B IEBHUI Yac y BU3HaUeHOMY
MiCITi, BUABJIEHHs JIaATEHTHMX 3JI0OUMHIB. 3aBHaHH:A IIIKOM peaJibHe, aike
MpaKTWYHI HiAXOIN A0 TIOro BUPIIIEHHS BXe pO3pOOIISIOThCS.
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Bboukosoit A.B. CooTHomienue 6e30macHOCTH TpaKdaH C yA3BUMOCTBHIO
MIPeCcTyIHUKOB B yCJI0BMUAX MHGPOPMaIMIOHHOTO OTKPBITOTO 00IIecTBa

B cratpe ocpemaeTcs BIMSHME COBpeMeHHBIX MH(POPMAIVIOHHO-TEXHIUECKIX
TIOCTVDKeHMVI Ha Ge30TacHOCTh oOIIecTBa ¥ BO3MOXKHOCTB IIPECTYITHMKOB M30eXaTh
OTBETCTBEHHOCT! 3a IPOTUBOIpPAaBHbIE HesHVA. XapaKTepu3ylTCs OCHOBHBIE IIpe-
VIMYIIIeCTBa IMpUMeHeHVs MH(OPMAIIOHHO-aHAJIUTITIECKIMX CUCTeM 1 BO3MOXKHOCTY
VIX IIpYIMeHeHVIs IIPAaBOOXPAHNUTeIbHBIMIL OpraHaMy, B TOM uMcyie U B ceTu VIHTepHer,
UL BBIABJIEHWS U ITPOTHO3VMPOBaHMS IPECTYITHON [IedATelbHOCTH. [loKasbiBaeTcs
IIpsiMasi 3aBVICHIMOCTD YPOBHSI 5€30I1acHOCTY O0IIecTBa OT YPOBHS €TI0 OTKPBITOCTA

Kirouesrle croBa: uxgpopmayus, besonachocns, omxpwimoe obujecmbo, urgop-
MAYUOHHAA CucmeMa, anaiumudeckas cucmema, Mnmepnem, npomubodeicmbue, npe-
cmynuocmy, npaba u c60600bl, onepamubHo-po3bicKHAS 0eAMeAbHOCII, NPOSHO3.

Bochkovyi O.V. Relationship to public safety criminals vulnerability in an
information society open

The article highlights the impact of modern information and technological advanc-
es on the security of society and criminals evade responsibility for wrongful acts. After
all, the modern world of information technology and integrate comprehensive in-
formatization of society every citizen in the network, he wants to or not. The database of
any company or organization contained in electronic media that are transferred to public
authorities and institutions to account or control. From the birth of a new citizen infor-
mation entered into a database and will be in there even after his death.

Since the end of the twentieth century to the present new developments in com-
puter technology enable to bring a new level to work with data contained in a com-
puter network. Modern systems, based on an analysis of the data are able to predict
the actions or events. Indeed, modern information systems can form requested object
information on file with data that not only were made the subject of an appeal (state
authority or organization) but also other subjects intentionally or even accidentally. It
is possible to obtain information about a person from social sources such as the Inter-
net, including financial history and video surveillance equipment.

We can not ignore the fact that the set of data that can be obtained through a
computer network makes the person completely open to the relevant authorities or
officials who have the authority to collect such data. That is, a society in which
there is trust in the relevant services that monitor network may reckon open. For
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good citizen who is a member of an open society, open to the competent authori-
ties as well as the person who prepares or commits a crime.

Characterized main benefits of information-analytical systems and their pos-
sible use by law enforcement agencies, including the Internet, for the detection and
prediction of criminal activity.

Thus, the security level of society directly depends on its level of openness. At
the same time, the more open society, the more vulnerable a criminal, too, is open
to law enforcement.

Key words: information security, open society, information system, analytical system, In-
ternet access, opposition, crime, law and freedom of operational-search activity, prognosis.

YAK 343.233 MPOTHAIS1 OPIAHI30BAHIA 3M1I0YMHHOCTI
.M. Kanabawkin 3ACOBAMU KPUMIHAJIbHOIO [1IPABA

Crartio npucssgeHo nepenbavenyM y KpuminaapHoMy Kopmekci Ykpainm 3a-
cobaM IIpOTWIil OpraHi3oBaHiV 37I04MHHOCTI, cepel AKMX 0COOJIMBY pOJIb Bimirpae
HOPMa, III0 320X0UYE€ JI0 JIiVl 3 HOoIepeKeHHs Ui PO3KPUTTS 3JI0YMHHOI [TisUTbHOCTL
OpraHi30BaHOI TPyIIM Y 3JI0YMHHOI OpraHisarlii, 30KpemMa, BUKOHAHHSI CIIeIliaib-
HOTO 3aBIaHHs 3 IIOMepeKeHHs Ui PO3KPUTTS 3JI0YMHHOI JisUILHOCTI OpraHizoBa-
HOI TPYIIM 4M 3JI0YMHHOI oprasisaniii. [locsimpkeHo renesy Hopmu KpuminaisHoro
Kopekcy YKpaiHu Ipo BUKOHaHHS CIIeliaJIbHOTO 3aBaHHs. [IpoaHnaiiizoBaHO I10-
PANOK, TACTaBU Ta XapaKTep BUKOHAHHS CIeIiaJIbHOTO 3aBIaHH:A 3 IoIepekeH-
HS 4M PO3KPUTTS 3I0YMHHOL JIisUTbHOCTI OpraHi3oBaHOi IPyIy Yu 3JI0YMHHOL Op-
raHisamnii y 3B's3Ky i3 mpuvmasTTaM KpuminameHOTO MpoliecyaiIbHOTO KOHEKCY
Yxpaian. Busueno cy6’exTy, yroBHOBakeHi BBOAUTH [I0 OpraHi3oBaHMX 3/I0UVH-
HVIX YTPYIIOBaHb CITIBPOOITHVKIB IIif] JIereHI0k0 IIPUKPUTTSL.

KimrouoBi crioBa: 3acobu kpuminaistozo npaba, onepamubro-posutyxoba Oisiae-
Hicmb, BUKOHAHMA CneyiaabHo20 3060aHHA, O0peaHi3obana epyna, 3A0YUHHA Opeanisauis,
opeanizoBare 3104unHe YepynoBaHs.

ITocranoBKa npoGsiemu. I3 3arocTpeHHSIM KPpU30BMX SBUILL Y CYCIIUIBHO-
MY Ta eKOHOMIiYHOMY JXMTTi HaIIIo1 epkaBy, 301/IbIIIeHHsM HaBaHTaKeHHs Ha
IIpaBOOXOPOHHY CHCTeMy BHACJI/IOK 3aJIydeHHsI 0coOOBOTO cKiIamy /10 3abe3-
TIeueHHsI MTpOBefleHHs AHTUTEPOPUCTUYHOI OIleparllil, ITOTpaIrIsHHAM 3Hau-
HOI KiyTbKoCTi 30poi Ta 3acobiB ypa’keHHS B HeJleTaJbHMUI OOIr ITOCHITMINCS
IleTepMiHaHTV OpraHi30BaHOI 3JI0YMHHOCTI. Bka3zaHe 3yMOBIIIO€ HeOOXiIHICTH
BUBYEHHs HasBHMX IIPaBOBUX 3ac00iB MPOTUJII IbOMY SABUIILY I BU3Ha4YeH-
HS X epeKTMBHOCTI Ta 0COOIIMBOCTEV 3aCTOCYBaHHSI.

Amnasi3 ocTaHHIX TOCTimMKeHb i my6sikarin. ITpobiemy mpaBoBoro 3abes-
TIeYeHHs ITPOTHI{i OpraHi30BaHivi 37I0UMHHOCTI JOCTIIKEHO B POOOTaX IIPOKOTO
KoJIa BiTUM3HSIHUX y4eHmnx, cepe skux O.M. JTursax, 10.B. Abaxymosa, FO.B. Ma-
aryssiK, HE. Minsoto, O.M. bannypka Ta iHimi, mpoTe He Bci IIpaBoBi 3acoOm rpo-
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