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Вікторія РУФАНОВА 

ВІКТИМНІСТЬ ЖІНКИ-ЖЕРТВИ ҐЕНДЕРНО ЗУМВОЛЕНОГО НАСИЛЬСТВА 
 

Анотація. У статті аналізуються характерні властивості жінки, схильної стати жертвою 
ґендерно обумовленого насильства. Автором зазначається, що витоки гендерного насильства 
походять з історично нерівності жінок і чоловіків.  

Найпоширенішим видом гендерного насильства є насильство в сім'ї з боку інтимного 
партнера. Гендерне насильство є породженням не лише маргінального середовища. Жертвою 
насильства може стати будь-яка жінка незалежно від статусу та становища у суспільстві. Жінки 
страждають від такого насильства вчетверо більше, ніж чоловіки. Віктимність жертви ґендерного 
насильства проявляється в усвідомленому знаходженні в такій соціальній ситуації, в якій вона 
своїми діями і наражає себе на небезпеку стати жертвою злочину. 

Автор доходить висновків, що для зниження рівня віктимності від генедерно зумовленого 
насильства необхідно: змінити соціальне та індивідуальне сприйняття насильства; підвищувати 
рівень інформування суспільства щодо способів отримання допомоги; формувати у населення 
нетерпимість до проявів насильства; здійснювати пропаганду мирного співіснування громадян 
різних ґендерів; не допускати засудження та звинувачення жертви за те, що вона постраждала від 
насильства; пропагандувати ненасильницьких взаємини у сім'ї; надавати кваліфіковану допомогу 
боку поліції, прокурорів, суддів, фахівців соціальної, освітньої, медичної сфер, уповноважених з 
питань запобігання та протидії домашньому насильству та насильству за ознакою статі.  

Ключові слова: ґендер, ґендерно обумовлене насильство, домашнє насильство, жертва, 
віктимність, віктимологія. 
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SECURITY AS A CONDITION FOR ORGANIZING AND CONDUCTING 

INVESTIGATIVE (SEARCH) ACTIONS DURING AN EPIDEMIC (PANDEMIC) 
 

Abstract. The article is devoted to the consideration of the security of participants in investigative  
actions in the context of an pandemic. The article considers the content of the concept of «security» and 
states that its provision is a complex multidimensional system of measures and means in its 
implementation. It is noted that the provisions of the laws and regulations in question, particularly: They 
are designed to protect the participants in criminal proceedings from the possibility of pressure and to 
ensure their physical and mental safety, and do not take into account the condition of carrying out 
investigative actions such as an pandemic. It is argued that the security of participants in an investigation 
should be considered as a multidimensional category, which requires a comprehensive approach to its 
assessment and decision in criminal proceedings. It is noted that due attention should be paid by 
researchers to the development of reasoned proposals for legislative changes, expanding the rights to 
ensure the security of criminal operators in the context of an pandemic. 

Keywords: conditions of preparation and conduct of investigative actions, security, pandemic, 
pressure authorized person, risk of infection. 

 

Relevance of the study. Human activity in general and such a type as the organization 
and conduct of investigative (search) actions is always accompanied by risks and threats that 
can affect the results of its implementation. A person, his life and health, honor and dignity, 
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inviolability and security are recognized by Article 3 of the Constitution of Ukraine as the 
highest social value. Ensuring security is a complex multidimensional system of measures and 
means of its implementation.  

Recent publications review.  The complexity of the category under consideration is 
determined by research carried out within the framework of such branches of knowledge as: 
Constitutional law, life safety, psychology, sociology, medicine, criminal procedure, etc. 
scholars such as A. Ababkova, I. Abakumova, L. Antonova, O. Asmolov, I. Baeva, S. Belov, 
V. Ganzhin, P. Ermakov, A. Zhukov, O. Zaitsev, Z. Zinatullin, V. Zelenetsky, V. Isipkin, 
T. Krasnyanskaya, H. Lisie, S. Marchenko, A. Nepomnyashchy, A. Rean, V. Rozin, 
V. Rubtsov, V. Semykin, K. Chernov, V. Shapakidze, L. Shershnev, S. Shcherba and others. 
Various aspects of ensuring the safety of the participants in the investigation were paid 
attention to by such forensic scientists as: V. Bakhin, R. Belkin, V. Bernaz, A. Vasiliev, 
A. Volobuev, V. Karagodin, V. Konovalova, V. Lukashevich, E. Lukyanchikov, M. Saltevsky, 
V. Shepitko, K. Chaplinsky, B. Shchur, M. Yablokov and others. 

At the same time, the issues of ensuring the safety of participants in investigative 
(search) actions in the context of an epidemic (pandemic) remained outside the proper attention 
of scientistsю The lack of recommendations on the activities of authorized persons in 
appropriate conditions leads to the possibility of negative consequences, in particular: firstly, it 
is the risk of infection with an infectious disease; secondly, the complexity (not the possibility) 
of carrying out investigative (search) actions in general; thirdly, the use of the entire complex 
of tactical techniques. Without an integrated approach to considering the content of the concept 
of «security» we are studying, it is difficult or almost impossible to solve certain Art. 2 of the 
Criminal Procedure Code of Ukraine, the task of criminal proceedings on the one hand, and to 
ensure the rights of its participants guaranteed by the Constitution of Ukraine, on the other. The 
explanatory dictionary of the Ukrainian language defines "security" as a state when for some 
reason nothing threatens anyone [1]. 

The article’s objective  is to highlight security as a condition for organizing and 
conducting investigative (search) actions during an epidemic (pandemic) 

Discussion. The Law of Ukraine "On Ensuring the Safety of Persons Participating in 
Criminal Proceedings" [2] regulates the rights and obligations of bodies ensuring safety, the 
rights and obligations of persons in need of protection. The security measures defined in Art. 7 
of the law under consideration, are implemented by: personal protection, protection of housing 
and property; issuance of special personal protective equipment and warning of danger; the use 
of technical means for monitoring and listening to telephone and other conversations, visual 
observation; replacement of documents and changes in appearance; change of place of work or 
training; relocation to another place of residence; placement in a school educational institution 
or institutions of social protection bodies; ensuring the confidentiality of personal information; 
closed trial [2]. The considered normative legal act aimed at ensuring the safety of participants 
in criminal proceedings in need of protection. 

"Protection", by the Big Explanatory Dictionary, is defined as the prevention of 
committing something of a prohibition, protection (someone / something from attack, attempt, 
hostile actions) [3]. The law of Ukraine "On operational-search activity" also requires 
attention, in which Article 1 of obtaining information in the interests of the safety of citizens, 
society and the state is determined by one of the tasks of operational-search activity [4]. 

The positions of scientists in this category also require attention. So, to determine the 
optimal course of action on the part of law enforcement officials in the application of security 
tools provides, according to V. Zelenetsky, the need to address the specific situation. The 
author notes that in practice, in the process of combating crime, different options for the use of 
the same security measures in different situations are implemented, which allows us to talk 
about the functional polyvariety of security means [5, p. 116].  The above stipulates the tactics 
of actions of the relevant subjects of the investigation to ensure security. It asserts B. Shur must 
be taken, in particular as the most optimal system of measures; a set of tactics for ensuring 
security; optimal forensic security recommendations; structural dependence of security 
measures [6, p. 11]. 

The cited positions of scientists reflect such a widespread pre-trial investigation 
condition as opposition. To overcome it, the Code of Criminal Procedure of Ukraine [7] gives 
the right to ensure security measures to such categories of participants in criminal proceedings 
as: suspect, accused (part 12 of Art. 42 of the Code of Criminal Procedure of Ukraine "to file a 
petition to conduct procedural actions, to ensure security in relation to oneself, members their 
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family, close relatives, property, housing, etcю"); victim (part 5 of article 56 of the Criminal 
Procedure Code of Ukraine "if there are appropriate grounds for ensuring security in relation to 
himself, close relatives or members of his family, property and housing"); witness (part 8 of 
article 66 of the Code of Criminal Procedure of Ukraine "to file a petition for ensuring security 
in cases stipulated by law").  

The provisions of the articles of the Criminal Procedure Code of Ukraine under 
consideration are primarily aimed at protecting against the possibility of pressure on the 
participants in the production and ensuring their physical and mental safety. At the same time, 
these provisions do not take into account the possibility of organizing and conducting an 
investigation in general and individual investigative actions in the pandemic in particular. This, 
in our opinion, necessitates paying due attention to this issue, which would result in well-
reasoned proposals for improving legislation with expanding the rights to ensure the safety of 
participants in criminal proceedings in the pandemic. 

The feeling of danger by the relevant participant will not allow him to focus on the 
course of the procedural actions, which will cause their improper result and complicate the 
judicial perspective. Therefore, the thesis of V. Pletnets that a directly proportional relationship 
can be traced between the degree of pressure on the participants in the production and the 
amount of information provided by them about the circumstances of the incident [8, p. 240], is 
reflected in the conditions of conducting investigative actions during the pandemic. This is due 
to the need for the corresponding participant to feel psychological safety. The latter, according 
to E. Edmondson, is necessary for the most productive activity [9]. So, in the notification by 
the relevant participant in the risk of infection, it will stipulate the adoption of avoidance 
measures under any pretext from participating in the investigation, the change of the taken 
position from a conscientious one to an unfair one, a formal attitude to the conduct of 
investigative actions with his participation, etc. This will complicate to obtain the required 
amount of information to establish all the circumstances of a criminal offense and carry out a 
legal assessment of the actions of  its participants. 

It should be noted that pandemics of infectious diseases are determined by natural and 
technogenic hazards [10, p.11]. At the same time, opposition to the pre-trial investigation and 
the associated influence on the participants in the proceedings can be regarded as a danger that 
has a social origin and demonstrates the level of formation of society on the one hand and the 
effectiveness of the institutions of the state created by it, on the other. Such a natural and man-
made danger that we are considering as an epidemic (pandemic) acts as a condition for 
organizing and conducting investigative actions and, depending on the level of threats to the 
health of participants in criminal proceedings or unauthorized persons, can acquire both 
imperative and discretionary significance. We do not exclude the possibility of the use by 
persons not interested in the investigation of the participants in the manipulation by 
exaggerating the risk of contracting an infectious disease as a way of countering the pre-trial 
investigation. It should be noted that conditions acquire psychological content as a result of 
how the person perceives it and, accordingly, how they behave [11, p. 36]. Accordingly, the 
existing danger may be inspired from the outside and have no grounds for panic in the 
participants in criminal proceedings.  

Thus, the authorized person must take this circumstance into account when organizing 
and conducting investigative actions. Accordingly, the counteraction and risk of infection with 
an infectious disease should be assessed as conditions for investigation and conduct of 
investigative actions. It is advisable to consider them both differentially and in aggregate in 
each particular case. Determination of the factors in the formation of conditions for the 
investigation and the conduct of investigative actions will contribute to the perception of the 
situation as a whole picture, the correct determination of the directions for their elimination and 
minimization of the possibility of their occurrence. Such an analysis will ensure the 
comprehensive nature of the activities of authorized persons, in which not a single 
circumstance will be overlooked. This, in turn, will allow more quickly with less time and 
resources to comprehensively solve the tasks set for criminal proceedings. The expectation of 
persons not interested in the investigation on the unexpected nature of their own actions and 
unpreparedness for this authorized person will not have the expected effect of surprise. 

Noteworthy allocated O. Chebotareva four methodical approach to determining risk: 
engineering, based on statistics, the frequency calculation, probabilistic safety analysis, 
construction hazard trees; model, based on the construction of models of the action of harmful 
factors on an individual, social, professional groups, etc., which are based on calculations for 
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which data are not always available; expert, when the probability of events is determined based 
on a survey of experienced specialists, that is, experts; sociological, based on a survey of the 
population [10, p. 13]. The above components of risk determination should be considered in 
aggregate and comprehensively, which will ensure a holistic perception of this category and its 
effective use in organizing and conducting investigative actions in the pandemic. 

The danger can be eliminated by creating a system of elements that will ensure 
(prevent) their occurrence. Ensuring the safety of the participants in the investigation should be 
considered as a condition that determines the amount of evidentiary value of the information 
received, as well as the amount of time, effort and money spent by authorized persons.  The 
organization and planning of the activities of authorized persons is determined by the postulate 
of the effectiveness of their investigation in general and investigative actions in particular.  

Thus, the subjects of the investigation must organize and carry out investigative actions 
to ensure the safety of their participants determined by the Constitution and other regulatory 
legal acts of Ukraine, minimizing the possibility of abuse of this condition by persons not 
interested in the investigation and obtaining the maximum number of significant ones to 
establish all the circumstances. criminal data production. Accordingly, the concept "Security" 
we are studying is a multifaceted and complex category, which necessitates a systematic 
approach to its study. The search for ways to ensure security should be one of the important 
measures for the preparation and conduct of investigative actions in the pandemic. The only 
certain aspects of this problem that we have identified determine the need for further more 
thorough research in this direction. 

Conclusions. Our study allows us to note the need for scientists to pay more attention to 
the issue of developing reasoned proposals for changes in legislation with the expansion of the 
rights to ensure the safety of participants in criminal proceedings in the pandemic. The feeling 
of safety by the relevant participant is the key to the effective conduct of procedural actions. 
Ensuring the safety of the investigators should be considered as a multidimensional category, 
which necessitates an integrated approach to the assessment and decision in the framework of 
criminal proceedings. The factors that determine the formation of conditions for the 
investigation and conduct of investigative actions, it is advisable to consider both separately 
and in aggregate. 

Our further research will focus on considering the features of the organization and 
tactics of conducting investigative actions in the pandemic. 

 
Conflict of Interest and other Ethics Statements  
The author declares no conflict of interest.  
 

References 
1. Tlumachnyy  slovnyk  ukrayinsʹkoyi  movy: u 4 t. Uklad. B. Hrinchenko. K. 1907-1909. T. 1.  

43 p. [in Ukr.. 
2. Pro zabezpechennya bezpeky osib, yaki berutʹ uchastʹ u kryminalʹnomu sudochynstvi: Zakon 

Ukrayiny vid 23 hrudnya 1993 roku // Vidomosti Verkhovnoyi Rady Ukrayiny, 1993. No. 11. 51 p. [in 
Ukr.]. 

3. Velykyy tlumachnyy slovnyk suchasnoyi ukrayinsʹkoyi movy. Uklad. i holov. red. V. T. Busel. 
K. Irpin: Perun, 2003. 1440 p. [in Ukr.]. 

4. Zakon Ukrayiny Pro  operatyvno-rozshukovu  diyalʹnistʹ : nauk.- prakt. komentar. 
Ya. Yu. Kondratʹyev, I. P. Kozachenko, I. F. Obushevsʹkyy . K.: RVV MVS Ukrayiny, 1993. 120 p. [in 
Ukr.]. 

5. Zelenetskyy V. S. Obespechenye bezopasnosty subʺektov uholovnoho protsessa / V. S. 
Zelenetskyy, N .V. Kurkyn. KH.: KrymArt, 2000. 404 p. [in Russ.]. 

6. Shchur B. V. Taktyka usunennya protydiyi rozsliduvannyu zlochyniv, shcho vchynyayutʹsya 
orhanizovanymy zlochynnym hrupamy. Avtoref. dys… kand. yuryd. nauk : spets. 12.00.09 / B.V. Shchur. 
Kharkiv: Natsionalʹna yurydychna akademiya yurydychna akademiya imeni Yaroslava Mudroho, 2005. 
20 p. [in Ukr]. 

7. Kryminalʹnyy protsesualʹnyy kodeks Ukrayiny. URL : 
https://zakon.rada.gov.ua/laws/show/4651-17#Text [in Ukr.]. 

8. Pletenetsʹ V. M. Deyaki aspekty zabezpechennya bezpeky osib v umovakh protydiyi 
dosudovomu rozsliduvannyu Naukovyy Visnyk Luhansʹkoho derzhavnoho universytetu vnutrishnikh 
sprav im. E.O. Dydorenka. 2020. No. 3 Pp. 239-247 [in Ukr]. 

9. Édmondson É.Vzaymodeystvye v komande: kak orhanyzatsyy uchat·sya, sozdayut ynnovatsyy 
y konkuryruyut v ékonomyke znanyy. M. Éksmo. 2016. [in Russ.]. 

10. Chebotarʹova O. V. Konspekt lektsiy z dystsypliny «Bezpeka zhyttyediyalʹnosti» (dlya 
studentiv vsikh form navchannya za napryamamy pidhotovky 6.030504 «Ekonomika pidpryyemstva», 



Scientific Bulletin of Dnipropetrovsk State University of Internal Affairs. 2021. Special Issue № 1 

156 ISSN 2078-3566 

6.030509 «Oblik i audyt») / O. V. Chebotarʹova, I. O. Mikulina; Khark. nats. un-t misʹk. hosp-va im. 
O. M. Beketova.  K.: KHNUMH, 2014. 124 p. [in Ukr]. 

11. Znakov V. V. Psykholohyya chelovecheskoho bytyya y trudnye zhyznennye sytuatsyy // 
Psykholohyya sovladayushcheho povedenyya: materyaly Mezhdunar. nauch.-prakt. konf. / Otv. red. 
E. A. Serhyenko, T. L. Kryukova.  K.: KNU ym. N.A. Nekrasova, 2007. Pp. 35-37. [in Ukr]. 

 
 

Submitted: 01.12.2021 
 

Ірина ДЕМЧЕНКО 
БЕЗПЕКА ЯК УМОВА ОРГАНІЗАЦІЇ Й ПРОВЕДЕННЯ  

СЛІДЧИХ ДІЙ ПІД ЧАС ПАНДЕМІЇ 
Анотація. Стаття присвячена розгляду питання забезпечення безпеки учасників слідчих 

дій в умовах пандемії. В статті розглядається змістовне наповнення поняття «безпека» та 
наголошується, що її забезпечення являє собою складну багатоаспектну систему заходів та засобів 
в її реалізації. 

Зазначається, що положення аналізованих в роботі нормативно-правових актів, у першу 
чергу, спрямовані на убезпечення від можливості здійснення тиску на учасників провадження та 
забезпечення їх фізичної та психічної безпеки та не враховують таку умову проведення слідчих 
дій як пандемія. Стверджується, що відчуття небезпеки відповідним учасником не дозволить 
зосередитися на ході проведення процесуальних дій, що обумовлюватиме їх неналежний 
результат та ускладнить судову перспективу. Водночас, відчуття відповідним учасником 
психологічної безпеки є необхідним для найбільш продуктивної діяльності. Визначається, що 
усвідомлення відповідним учасником ризику інфікування обумовлюватиме прийняття ним заходів 
уникнення під будь-яким приводом від участі в розслідуванні, зміну зайнятої позиції з сумлінної 
на несумлінну, формальне ставлення до проведення за його участі слідчих дій та ін. Підтримується 
теза В. Плетнеця про те, що між ступенем захищеності учасників провадження та кількістю 
наданих ними відомостей про обставини вчиненої події може простежуватися прямо пропорційна 
залежність. Наголошується, що пошук шляхів забезпечення безпеки має виступати однією з 
важливих заходів підготовки та проведення слідчих  дій в умовах пандемії. 

У висновках наголошується, що забезпечення безпеки учасників розслідування має 
розглядатися як багатоаспектна категорія, що обумовлює необхідність комплексного підходу до її 
оцінки та вирішення в рамках кримінального провадження. Крім того, наголошується на 
необхідності приділення з боку дослідників більшої уваги питанню розробки аргументованих 
пропозицій до змін в законодавство із розширенням прав на забезпечення безпеки учасників 
кримінального провадження в умовах пандемії. Чинники та фактори, що обумовлюють 
формування умов розслідування та проведення слідчих дій, доцільно розглядати як окремо, так і у 
сукупності.  

Ключові слова: умови підготовки та проведення слідчих дій, забезпечення безпеки, 
пандемія, тиск, уповноважена особа, ризик інфікування.  

 
 

  



Scientific Bulletin of Dnipropetrovsk State University of Internal Affairs. 2021. Special Issue № 1 

ISSN 2078-3566 157 

 
UDC 342.9 
DOI 10.31733/2078-3566-2021-5-157-161 
 

 
Andriy ChAUS© 
 
Adjunct 
(Dnipropetrovsk state 
University of Internal 
Affairs, Dnipro, 
Ukraine) 

 
 
 

 
MAIN DIRECTIONS OF ADMINISTRATIVE AND LEGAL CONTROL  

OF ILLEGAL TRAFFICKING OF DRUG SUBSTANCES USING THE INTERNET 
 
Abstract. Research on the issue of administrative and legal counteraction to illicit drug 

trafficking using the Internet. The paper states the existence of an extensive system of preventive research 
in the field of combating both illicit drug trafficking and tort in general. Based on a three-tier system of 
anti-anesthesia: general; special and individual. 

According to the results of the study, the following conclusions were made: With the 
development and accessibility of the Internet, a whole system of drug culture promotion emerged, as well 
as new ways of distributing drugs (so-called bookmarks). Administrative and legal counteraction to illicit 
drug trafficking using the Internet should be carried out at the following levels: general; special and 
individual. 

Keywords: drugs; narcotic substances; opposition; Internet; web resource. 
 
Relevance of the study. Prevention plays an important role in combating drug 

trafficking, its analogues and precursors. Prevention is the precautionary mechanism that does 
not allow mass criminalization of society with all the negative consequences. With the 
development of information technology and the comprehensiveness of the Internet, illegal 
activities in the field of drug trafficking have moved to the virtual sphere, which in turn 
requires the prevention of illegal behavior in the virtual space. This problem is especially acute 
with the emergence of so-called "bookmarks", through which the sale of drugs takes place 
without contact between seller and buyer.  

Recent publications review. Problems of counteraction to narcotization were studied 
by scientists-administrators through the object of research, so features of administrative 
responsibility for offenses in the field of trafficking in narcotic drugs and psychotropic 
substances were devoted to such works by such scientists as K. Afanasyev, O. Volokh, 
I. Golosnichenko. etc. [1-5]. The issue of anesthesia of minors was considered separately by 
scientists A. Sivchuk, N.  Yuzikova, I. Cormorant. The general prevention of drug offenses was 
not left out of consideration by such scientists as A. Musica, A. Savchenko, O. Yarmish, 
H. Yarmaki. In our study, we will try to reveal the directions of administrative and legal 
counteraction to illicit drug trafficking using the Internet. 

The article’s objective  is to develop areas of administrative and legal counteraction to 
drug trafficking using the Internet. 

Discussion.  It is worth mentioning the rather extensive system of research on 
preventive activities in the field of combating both drug trafficking and torts in general. Given 
the diversity of assets, we consider it appropriate to adopt and use a three-tier system to combat 
the drugzation of society. In general, according to the accepted systematization of directions of 
counteraction to illicit trafficking in narcotic drugs, their analogues and precursors it is 
accepted to divide into: general; special and individual. 

General counteraction includes the activities of the state in general, as well as its bodies 
and institutions, non-governmental organizations and formations aimed at resolving social, 
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economic, political and cultural-moral contradictions related to drugzation of the population. 
Exactly the conduct of state and social policy in this direction is the key to effective 
prevention. Such activities are nationwide and cover long-term social relations. Accordingly, 
planning is carried out for a long period, usually for 5 years and is reflected in the relevant 
program approved by the highest executive body. 

The subjects of the direction of administrative and legal counteraction to illicit drug 
trafficking with the use of the Internet are the state represented by the highest state authorities, 
local self-government bodies, public formations and individual citizens with an active position 
in life. Religious organizations and their leaders play an important role in this system. 
According to the analyzed paradigm, this range of actors is designed to influence the causes 
and conditions that contribute to the spread of drug addiction in society. In counteracting this 
phenomenon, a set of legal, social, cultural and religious norms is used with the use of the 
Internet. The object of the general administrative and legal counteraction to the drug addiction 
of society with the use of the Internet are the subjects of the social sphere. A feature of the 
object in this area is its division into two main blocks. 

The first includes groups of people involved in the distribution of drugs, their analogues 
and precursors via the Internet. The specificity of this implementation is the lack of direct 
contact between seller and buyer. The sale of drugs is contactless, through a system of 
"bookmarks" and non-cash transfers. The Internet is full of advertisements about the possibility 
of "safe purchase" of narcotic and psychotropic substances. In addition, in public places in 
large settlements, it is not uncommon for e-mail addresses and links to sites where you can 
order and purchase these substances to appear. The second specific block of administrative and 
legal counteraction to illicit drug trafficking using the Internet is the entire virtual system. This 
is primarily due to the free opportunity to promote drug using. In this approach, the object of 
such a warning are individuals - users of computer equipment, mainly the Internet, as well as 
certain groups of network users: prone to drug use or are in unfavorable family or social 
conditions; have experience of first drug trials, or have friends who use drugs; increased risk; 
use drugs; are addicted to drugs; wishing to stop using them. 

The administrative and legal counteraction to illicit drug trafficking with the use of the 
Internet at the general level should include: public monitoring of the Internet; creation of "hot 
lines" to obtain information about the detection of suspicious content; detection, collection and 
systematization of information with subsequent transfer to the relevant authorities of 
information on Internet resources promoting drugs; encouraging the development of content on 
the Internet that advocates for a healthy lifestyle. Among these activities, a special place is 
occupied by encouraging the development of content on the Internet that campaigns for a 
healthy lifestyle. This is due to the need to increase the legal literacy of the population, their 
legal culture and consciousness. At the same time, it is necessary to state an unreasonably 
small amount of Internet content in this direction. This is primarily due to the lack of attention 
of the state and the public to this issue. 

It is worth noting that the World Wide Web is a fairly mobile phenomenon that is 
constantly changing and responding quickly to changes and needs in society. This is primarily 
due to the wide distribution of the network and the ability to access it. Today, due to easy 
access to the Internet, almost anyone can create a certain electronic resource, including a 
resource that promotes the use of drugs, as well as distribute the same drugs, their analogues 
and precursors. Thus, the fight against anesthesia depends not only on the state as a whole and 
its bodies in particular, but also on the public and individual citizens. Special prevention of 
drug offenses on the Internet is the localization and neutralization of the negative impact on 
homogeneous social relations in society, creating a basis for strengthening the legal behavior of 
citizens [1], establishing the principle of legality and ensuring the irreversibility of punishment 
for the offense. Carrying out such a large-scale counteraction requires the concentration of the 
efforts of the entire state with the broad involvement of the population. However, the 
implementation of such large-scale measures requires the adoption and approval of a long-term 
state target program with an implementation period of at least five years. Special counteraction 
to drug trafficking of their analogues and precursors on the Internet should be provided at the 
state level and includes the activities of law enforcement agencies and special institutions 
aimed at combating narcotics.  

In general, the special impact on the negative effects of the Internet is aimed at: 
– creating obstacles to the legalization of funds received for offenses in the field of 

anesthesia; 
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– ousting methods of anesthesia of the population from the Internet; 
– together with the public monitoring of the network in order to identify, localize, block 

and identify those involved in the distribution of pro-narcotic content; 
– improving methods of detecting such content on the Internet [2]. 
In order to strengthen the general and special administrative and legal counteraction to 

illicit drug trafficking using the Internet, the priority tasks are: 
1. Ensuring the intensification of activities to identify and stop the activities of sites with 

pro-narcotic orientation. Emphasis on countering web-resources that distribute drugs, as well 
as applications to mobile phones that do not use the mobile network but work via the mobile 
Internet also serve as a means of anesthesia; 

2. Creating and ensuring the proper functioning of an effective mechanism for the 
promotion of Internet resources that promote a healthy lifestyle, have an educational function 
about the harm of drug health, etc. [3]. 

To solve the tasks, it is necessary to provide: 
1) constant monitoring of the Internet. 
Continuous monitoring of the network is necessary in order to timely identify and 

adequately respond to the content posted on the relevant resources, which: offers to purchase 
drugs, their analogues and precursors; promotes the use of these substances, as well as content 
that allegedly reveals the safety and misconceptions of society about drugs (as an example, as 
if smoking marijuana does not pose a threat to physical and mental health). 

The system of monitoring Internet sites and applications for mobile devices should be 
based on the following special principles: priority of primary prevention; clear interaction 
between prevention units, cyberpolice, the public and individual citizens; causality. 

Monitoring should detect and record the following: characteristics of information about 
the drug posted on the Internet; the dynamics of site visits (total number, time of day and 
season, if possible, age and gender of persons who visited the site, etc.); the method of network 
activity of visitors (through network access or a special application in the mobile phone); 
method of resource promotion (pop-up ads, inscriptions on buildings, etc.); the state of activity 
of anti-drug sites and other resources; e-mail address of the pro-drug resource, domain; 
society's readiness to counteract, etc. [4]. 

Areas of network monitoring: 
– control over newly created sites; 
– detection of facts of placing information banners; 
– tracking the facts of dissemination of information about narcotic substances, their 

analogues and precursors (for example, sending letters to e-mail boxes or messages in mobile 
phone applications); 

– monitoring and verification of information on social networks (Facebook, Twitter, 
etc.); 

– analysis of information from chats of mobile phone applications. 
Standards for the effectiveness of administrative and legal counteraction to illicit drug 

trafficking using the Internet are:  
1) The number of detected and blocked pro-narcotics resources; the number of active 

anti-drug resources; the amount of time required to detect and block pro-drug resources; 
identification and prosecution of persons involved in the creation, promotion of pro-drug sites 
and the actual sale of these substances [4]. 

2) Establishing clear cooperation in conducting administrative and legal counteraction 
to illicit drug trafficking using the Internet between prevention units, cyberpolice, and the 
public. The organization of interaction will allow: to react in time to the facts of registration of 
sites of a pro-narcotic direction; obtaining information on the facts of posting in public places 
information on electronic resources for pro-narcotics and their timely destruction; holding joint 
meetings, briefings, trainings, etc. 

3) Introduction of public control and establishment of a system of interaction with the 
public and citizens. 

Public control occupies one of the important places in the life of the state and society. 
Given the mass digitalization and the growing transition of people's lives to the virtual 
network, the involvement of citizens in combating narcotics is especially relevant. Establishing 
a clear system of interaction will allow you to quickly and timely receive information about the 
registration of a new resource on the Internet, its characteristics, which in turn will provide an 
opportunity to respond in a timely manner and terminate their activities. Public control should 
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be aimed, first of all, at improving the effectiveness of administrative and legal counteraction 
to illicit drug trafficking using the Internet by the relevant state institutions. 

The essence of public control should be to monitor the activities of relevant state 
institutions, identify problems and miscalculations in their activities, disseminate positive 
results, draw public attention to the problems of narcotics via the Internet, interaction between 
the public and society in combating narcotics, public performance of certain law enforcement 
functions. by prior agreement, joint preventive measures, etc. 

Individual administrative and legal counteraction to illicit drug trafficking using the 
Internet is aimed at a specific person who uses the network to purchase drugs, or is reasonably 
suspected of such actions. The purpose of such activities is to neutralize the negative antisocial 
behavior of a person who could potentially develop into a criminal activity (drug addiction can 
push a person to commit a crime). Individual prevention should be based not only on criticism 
of drug use, but mainly on focusing on positive personal qualities. Individual counteraction 
must be based on legal methods and provide for the protection of the rights and freedoms of 
everyone. Measures of individual administrative and legal counteraction to illicit drug 
trafficking with the use of the Internet include: preventive conversations with persons prone to 
drug offenses via the Internet; registration of persons prone to committing these offenses; 
providing legal, social and humanitarian assistance to such persons, paying special attention to 
the accounts, domains and other Internet resources of such a person; sending relevant messages 
to the place of study / work of such persons, etc. 

Conclusions. The article considers the peculiarities of administrative and legal 
counteraction to drug trafficking using the Internet. The relevance of this direction for modern 
society in the era of digitalization is determined. According to the results of the study, the 
following conclusions were made: 

1. With the development and availability of the Internet, a whole system of drug culture 
promotion has emerged, as well as new ways of distributing drugs (so-called bookmarks). 

In order to administratively and legally counteract illicit drug trafficking using the 
Internet, the following is proposed:  to constantly monitor the Internet in order to identify 
resources that promote drug use and offer the sale of such substances, to immediately stop their 
activities and bring the perpetrators to justice;  to ensure constant interaction of the public with 
the relevant state institutions, with the motto of promoting a healthy lifestyle and timely 
detection of prohibited content on the Internet. 

2. Administrative and legal counteraction to illicit drug trafficking using the Internet 
should be carried out at the following levels: general; special and individual. 
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Андрій ЧАУС 

ОСНОВНІ НАПРЯМИ АДМІНІСТРАТИВНО-ПРАВОВОЇ ПРОТИДІЇ 
НЕЗАКОННОМУ ОБІГУ НАРКОТИЧНИХ РЕЧОВИН  

ІЗ ВИКОРИСТАННЯМ МЕРЕЖІ ІНТЕРНЕТ 

Анотація. В роботі констатовано наявність розгалуженої системи досліджень превентивної 
діяльності в сфері протидії як незаконному обігу наркотичних речовин, так і адміністративним 
правопорушенням взагалі. Взято за основу трирівневу системи протидії наркотизації: загальну; 
спеціальну та індивідуальну. Загальна протидія включає в себе діяльність держави взагалі, а також 
її органів та інститутів, недержавних організацій та формувань направлену на вирішення 
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соціальних, економічних, політичних та культурно-моральних протиріч пов’язаних із 
наркотизацією населення. Саме проведення державно-соціальної політики в даному напрямку є 
запорукою дієвої профілактики. 

Спеціальна профілактика наркопорушень в мережі Інтернет являє собою локалізацію та 
нейтралізацію негативного впливу на однорідні соціальні відносини в суспільстві, створення 
підґрунтя для укріплення правосвідомої поведінки громадян, встановлення принципу законності 
та забезпечення безповоротності покарання за вчинене правопорушення. 

Індивідуальна адміністративно-правова протидія незаконному обігу наркотичних речовин 
із використанням мережі Інтернет направлена на конкретну особу, яка використовує мережу для 
придбання наркотичних засобів, або обґрунтовано підозрюється в таких діях. 

За результатами дослідження зроблено висновки:  
1. З розвитком та доступністю використання мережі Інтернет виникла ціла система 

пропаганди нарко-культури, а також нові способи розповсюдження наркотичних речовин (так 
званих закладок).  

2. Адміністративно-правова протидія незаконному обігу наркотичних речовин із 
використанням мережі Інтернет повинна здійснюватися на наступних рівнях: загальний; 
спеціальний та індивідуальний. 

Ключові слова: наркотики; наркотичні речовини; протидія; інтернет; веб-ресурс. 
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THE RIGHT OF CONVICTS TO HEALTH CARE 

 
Abstract. The Article examines the application of imprisonment to persons, which restricts their 

ability to exercise a number of rights and freedoms, but the state undertakes to provide such persons with 
access to medical care and treatment. However, the procedure for exercising and ensuring the right to 
health care has its peculiarities due to the nature of criminal punishment in the form of imprisonment. 
Despite the great attention of scientists to the definition and legislative consolidation of human and civil 
rights and freedoms in Ukraine, the complexity of the task of administrative and legal support and 
establishing guarantees of the right to health of citizens sentenced to imprisonment requires more detailed 
study. The state of ensuring that convicts exercise their right to health care and adequate medical care has 
recently been extremely unfavourable. According to prosecutors, the main shortcomings in the 
organization of health care are insufficient staff, lack of necessary medicines and emergency medical 
care, untimely detection, diagnosis and prevention of diseases, especially chronic ones and inability to 
provide proper treatment in remand prisons. 

The system of health care facilities that can provide medical care in general and special order 
should be specifically defined, as these aspects are rather chaotically regulated in the criminal-executive 
legislation. In addition, the main problem of the imperfect functioning of the program to guarantee the 
right of the convict to health care is the insufficient material and financial support of penitentiary 
institutions, as most of them are in extremely unsatisfactory condition and objectively unable to provide 
normal living conditions. 

Keywords:  ensuring, right to health, legal status, convict, administrative support, legal support, 
protection of public health, imprisonment in Ukraine. 

 

Relevance of the study. One of the most crucial components of the social and 
economic rights and freedoms system of the citizens is the right to health care. Health care 
implies certain measures that are taken by the government bodies and local authorities, their 
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