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LEGAL PROTECTION OF HUMAN RIGHT TO PRIVACY
OF PERSONIFIEDINFORMATION

From the point of view of the socio-philosophical doctrine, the concept of "information" is
inextricably linked with the category of reflection. According to the definition proposed by the
domestic researcher: "information is the highest, most complex result in the orderly reflection in
the form of messages, knowledge, information about nature, society, in general, about the objec-
tive reality, which covers all areas of human activity, they are used in management, manufactur-
ing, cognition, creativity, upbringing, education, etc. "- says Professor N.G. Dzhincharadze (1999).
Information is considered as a dialectical unity of the renewal of diversity and as its limitation. The
main function of information is to give an idea (inform) about the object, reflecting its properties.

Personal information is a kind of information that reflects both the individual’s personality
and his / her universal biological and social properties. Personal information reflects the human
diversity, the individuality of each person as a carrier of unique elements of physical, physiologi-
cal, mental, economic, cultural or social identity. Thus, the defining feature of personal infor-
mation is its individualized nature, the ability to identify a particular person using certain criteria.

During such identification there is a process of personification of these or those statements,
i.e. their binding to the separate person. Information that identifies (identifies), allows you to di-
rectly or through other factors to identify a person, is personal information. At the same time, in-
formation (both documented and oral) is a form of reflection of biological and social identity, as
well as the each person’s individuality.

In turn, the term "personal data" (Latin “personalitas” — “personality”’) should be used to
denote information about a person who has already undergone a certain processing by a human,
recorded on a certain medium, organized and suitable for automated processing.

Personified information - from Latin. “persona” — “person” and “ficatio”, from facio - do) -
information from which it can be unambiguously established that it relates to a particular person or
includes it in the circle of persons to whom this information relates, as well as information about
the person (Stefanchuk, 2005).

Improper collection, use and dissemination of personal information damage the perception
of the individual. These are not only biographical data, such as last name, first name, patronymic,
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date and place of birth, nationality, religious, political or philosophical beliefs, education, places of
study and work, information about marital status, the presence of children, attitudes to military
service. Personal information also includes information on material and financial condition (bank
accounts, payments on them, real estate and movable property, property rights), health, personal
relations of a private nature and many other information in material form in various areas of public
life, which are created, collected, stored, distributed and used in any other way with the per-
son’sconsent - the data subject, and without his knowledge. This information enables society to
evaluate a person as an individual, to form his / her reputation (Latin “reputation” — evaluation).

If half a century ago it took a lot of effort to obtain information about a person, the current
level of technological development allows us to process data about thousands of people in seconds
and without excessive costs. And a combination of inaccurate or outdated personal data can give a
distorted view of a person. The practical creation of a person’sdigital image has become wide-
spread through the so-called "data matching" procedures, during which the collection, comparison
and consolidation of personal data contained in various databases is collected, compared and com-
bined; as well as "profiling" - the creation of a person's profile, a set of the person’scharacteristics
according to certain criteria on the basis of the analysis of information about the person of differ-
ent databases. These types of secret collection of personal information have received the compli-
cated abbreviated name "data veillance", which translates as "data tracking".

The threat of inadequate perception by others, discrimination on any grounds, other illegal
use of personal information requires anticipation of its potential "vulnerability" for humans. Tak-
ing into account the person’s interests that cannot be fully covered in generalized regulations re-
quires the legislative assignment of a voluminous data list to the category of "vulnerable data" (ra-
cial or ethnic origin or nationality, political views, religious or philosophical beliefs,membership in
trade unions or public organizations, data concerning the state of health or health care, family and
personal relations of a private or sexual life, information about criminal offences or illegal behav-
ior), as well as ensuring the person’s right to independently determine the boundaries of the circu-
lation of personified information in society (Obukhovska, 2015).

For effective protection of such information it is necessary to establish what personal in-
formation, for what purposes, to what extent and to what recipients can be transmitted. This ap-
proach is due to the fact that only the person to whom the personal information relates can assess
the vulnerability, i.e. the probable risk of such informationmisuse. This is the basis of the right to
privacy of personal information and awareness of such a concept as the human life’s "privacy".

In Western legal doctrines the term "privacy"” is used to denote this legal institution, which
derived from the word "private". It describes the qualitative state of the object, which follows from
its belonging to the "private area" of human life. In addition, this term is immediately associated
with the fact that it belongs directly to a private person and is inaccessible to the human public, is a
"private matter" and is opposed to the public one. Its antonym is "publicity", which means open-
ness, accessibility to the public.

The first concept of the right to privacy has been judicially tested in the United States. In
the American courtspractice cases of commercial use of individuals’ personal characteristics, such
as appearance, name and voice, have often been considered. Often such cases of human rights vio-
lations were accompanied by violations of property rights. American courts saw in these individual
personality traits, which were encroached upon by other persons, a certain object of protection of
property interests. The traditional Western primary notion of the right to privacy is linked to the
right to inviolability of the home, and the Western doctrine of privacy is territorial in nature, as it
protects the person's own living space.

American lawyer William L. Prosser (1964), after studying the precedents set by American
courts during the consideration of cases of interference with a person's private life, had proposed
the following classification: disclosure of facts concerning private life; reporting false information
about a person; misuse of images of appearance, human voice and, finally, physical harassment.

TheSwedishresearcher S. Stromholm (1983) had proposedhisclassificationofintrusi -
nsintoprivatelife. After havingidentified 14 typesofillegalencroachmentsonprivacy, hehad divided them
into three groups, based on the direction of the offenders: - actions aimed at invading the private area of
life, - illegal search, sending letters of insult, harassment by phone calls; - illegal actions due to which
violators receive information about a person's private life: wiretapping of telephone conversations,
interception of correspondence, etc.; - dissemination or other use of information about a person's private
life: publication in the press of information about a person's private life, use of a person's name and
appearance.
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Understanding this problem will encourage the international community to develop cooper-
ation for ensuring unhindered information exchange, which leads to the drawing of a set of inter-
national rules and principles covered by the international legal institution for the protection of per-
sonal information privacy.
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MuxoJsa Camoop,

HAYaJIbHUK CEKTOPa MOHITOPHHTY
[punyupkoro paioOHHOTO BIJALTY MO
T'onoBHOTO yIIpaBTiHHS

Hauionansnoi noinii B YepHIriBebKii obnacTi,
KaHIUJIAT IOPUIMIHIX HAYK

MPABA JIIOJUHU B YKPATHI: BIJI TEOPIi 10 IPABO3ACTOCYBAHHSI

IIpaBa i cBOOOIU JMIOMUHM Ta TPOMAJASHUHA OYJM 1 3aJHIIAIOTECS OCHOBHHM IPEIMETOM
HAYKOBHX JIOCHI/DKCHb. 3a3HAUYCHE MiATBEP/KYE 3HAUHY Bary J0 BKa3aHHX CJICMEHTIB MPaBOBOL
JIHACHOCTI Ta 3MICTY CycHUILHUX BigHOCHH. [IpaBa i cB0OOOAM JIOMMHN BUHUKAIOTH Y BiAMOBIIH HA
ICHYBaHHsI IHTEPECIB, SKi HEMOJJIMBO 3a/I0BOJILHUTH, IHTEPECIB, SIKI HAIITOBXYIOTHCS HA MIPUPOAHI
Ta MTYYHO CTBOPEHI COIiaIbHAMM IHCTUTYTaMH TIEPENOHU. 3BiJICH, JIOTIYHUM € HE JIMIIE Teope-
THYHE JTOCITIKSHHS TIpaB i CBOOO/I JIFOMHH, & BUPOOJICHHS TapMOHIHOTO alropuTMY iX BTUICHHS
Y CYCHiJIbHI BiTHOCHHH, CTBOPESHHS O€3MEKOBOTO CEPEIOBHUIIA iX BUKOPHCTAHHS Ta 3A1MCHEHHS, SIK
3MIiCTY CYCIIJIHUX BiJIHOCHH, BPETyTbOBAHUX HOPMaMH MO3UTUBHOTO MpaBa.

IcHyBaHHS HAYKOBHX TIOIIYKIB, SIKi HE 3HAXOMATH BTUICHHS CBOiX pPe3yJbTaTiB y MPaBOBi-
HOCHHAX, a 3aJIMIIAIOTHCA BUKIIOYHO HAYKOBHUMHU JOKTPUHAMH, CBIIYWTH PO HeOaKaHHS
Cy0’€KTIB BIaJHUX IOBHOBa)KCHb BTIJIOBATH NPABOBI LIHHOCTI Y >XKUTT. BoaHovyac mepekoHaHi,
10 TIpaBa, CBOOOIH Ta IHTEPECH JIIOJIUHHM, K 3MICT CYCHIIbHUX BiIHOCHH, BAOCKOHAJIEHHS 1X (o-
PMH, 3MICTY, TOCTYITHICTh Ta TAPAaHTOBAHICTh BUKOPHUCTAHHS yciMa cy0’€KTaMH, 3aCHOBaHI Ha PiB-
HOCTI Ta CIPaBeJIMBOCTI, CIIyTYIOTh YTBEPKCHHIO JICMOKPATUYHUX 3aCajl Ta BEPXOBCHCTBA IIpaBa
y JIepXkKaBi Ta CyCIIILCTBI.

Ines mpaB MrOMHU BUHUKAE CIIOHTAHHO 1 MOCTYIIOBO, 4 HE B PE3yJIbTATI MEBHOI MIIAHOMI P-
HOI AisuibHOCTI. Hacammepen citii HaroJgocuTH, IO TYT iCHYE MapajoKc: MOJEpHA JepKaBa, siKa
MIOCTYIIOBO CIMHAJNACSA HAa HOTH, PI3HUMH METOJAAMH BUMHSIA YTHCKH Yy 3[iHCHEHHI IIpaB JIIOIUHH,
OJHaK i1 CTAaHOBJICHHS SIK OpraHi3allii, 3aCHOBaHOI Ha HEHTPaJTbHUX Ta palliOHAJbHHUX MpaBHIIAX,
CHpUsiJIa CTAHOBJICHHIO MeXaHi3My IpaB jitonunu [1, c. 58]. be3zanepeunuM € Te, 1110 npasa i cBo-
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