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FEATURES OF LATENCY OF ECONOMIC CRIMES IN UKRAINE

Jrogmuiaa Pubanbyenko, Ousexcangp Kocuuenko. OCOBJIMBOCTI JIATEHTHOCTI
EKOHOMIYHUX 3JIOUMHIB B YKPATHI. Po3risHyTo OCHOBHI 03HAKH €KOHOMIUHHX 3II0UMHIB B
MiANPUEMHUIBKIA iSTIBHOCTI, sIKi CTAHOBJIATH 3arpo3y CGKOHOMIiuHil Oesmemi aepkaBu. JlocmimxeHO
JATEHTHUH XapaKTep 3JI0YMHIB eKOHOMIYHOI CIIPSIMOBAHOCTI, SIKHi 00yMOBIIIOE HEOOXIIHICTD 1 IpiopHUTeT
MOMIYKOBO{ MisSUTBHOCTI, B TOMY YHCIIi 1 B paMKax OIEpaTHBHO-PO3IIYKOBUX 3axoAiB. BusBmeHo, mo
MIaXpalCTBO € SBHUIIEM, sSKe (OPMYETbCS CKIATHOIO B3AaEMOIIEI0 OOCTaBUH EKOHOMIYHOTO,
MICHXOJIOTIYHOTO Ta COLIAJIBHOTO MOPSAKY, B TaKOXK TICHO TOB’s3aHO 3 Kibep3noumHHICTIO. JlocmimkeHo
METOJM iX BHSIBJICHHS, BU3HAYCHO OCHOBHI HampSMKH HIOJO PO3KPUTTS JATCHTHHX 3JI04MHIB B cdepi
perioHaIbHOI EKOHOMIKH.

3’sicoBaHO, IO TIHHOBA CGKOHOMIiKa € OJHICI0 3 OCHOBHUX CKJIAJOBHX, SIKa HEPEIIKOJDKae
KOHKYPEHTOCIPOMO>KHOCTI, MiZABUIIECHHIO PiBHS JKUTTS HACEJICHHS Ta €KOHOMIYHOMY PO3BUTKY KpaiHH.
3pocrarounii piBeHb TIHBOBOT EKOHOMIKH BioOpaxkae KOPYNIIHHY CKIaJOBY JepKaBHUX OPraHiB, piBeHb
3JI0YMHIB B CGKOHOMIiYHIi Ta monituuHiil cdepax. [Ipomecu, mo BinOyBaroThcs B cdepi (iHAHCOBO-
eKOHOMIYHUX BiJHOCUH, IPH3BOAATH IO TOrO, LIO Jiep)kaBa Bce Oiiblle BTpayae KOHTPOIb HaJ
eKOHOMIKOIO i ceporo (iHaHCIB.

Ha croroaniniHiil AeHb, HAHOLTBII MONIMPSCHAUMU BUIAMH €KOHOMIYHHX 3JIOYHMHIB Ta MIaxpaiicTea
€ He3aKOHHE IPHUBJIACHEHHS MaliHa, IaxpaicTBO y cdepi 3aKymiBenb, MaxpaiicTBO y cdepi ynpaBiiHHA
MEPCOHATIOM Ta KiOep3JMOYMHH, SKi MOB’SA3aHI 3 €KOHOMIYHOIO IiSUTBHICTIO. YKpaiHa B yChOMY CBITi
BBa)KAETHCSl OJHIET i3 caMHX NPOOIEeMHUX KpaiH y cdepi kibepsiaounHiB. Xoda ykpaiHCBKi opraHizarii
3aCTOCOBYIOTh Cy4acHi iH(oOpMamiiHi TeXHOJOril 1 MEeToAWM AT BHABIEHHA MHIaXpaicTBa Ta HOTO
MOHITOPHHTY, ajie BCE ) TaK{ BOHH BiJCTAIOTh BiJl iIHIIUX KpPaiH CBITY.

HesBaxaroun Ha 301IbIIEHHS BUTPAT Ha OOPOTHOY 3 EKOHOMIYHMMHU 3JI0YMHAMU Ta HIaxpaiicTBOM,
Oarato ykpalHCBPKHX OpTraHi3amiii Bce Ie He MPOBOIIIIM MPOQITaKTHKY MIaXpaicTBa, a JHIIE PearyroTh
a00 3axXMIIAIOTBCS NMPH HAsABHOCTI (aKTy IaxpaicTBa. BHUCOKMH PH3MK E€KOHOMIYHHMX 3JIOYMHIB YU
maxpaiicTBa BKazye Ha Te, IO HEOOXiJHO HPOTHIIATH 1 BXMBAaTH e(EKTUBHIIII 3aXOMU IPOTHAIT
MIaXpalCTBY, TIOKX BOHO HE CTAJI0 CUCTEMHHM.

Knwwuosi cnosa: exonomiuni 3104unu, Oesnexa niONPUEMHUYMEA, MIHI3AYis eKOHOMIKU,
waxpaiicmeo, Kibep3nouunuy, 1ameHmHiCnb eKOHOMIYHUX 3N0YUHIS, 3a2P03a eKOHOMIUHIl Oe3neyi.

Problem statement. Providing of economic security is an important constituent on
the way of development and becoming of the state. Especially actual are threats of crimi-
nal character in the sphere of regional economy, where traditionally a swindle, appropria-
tion and peculation, illegal enterprise, criminal bankruptcies, tax crimes etc., behave to the
crimes of economic orientation. Characterizing criminality in an economic sphere, it is
necessary to mark about its high degree of latents. Latent character of crimes of economic
orientation stipulates a necessity and priority of searching activity, including within the
framework of operational search events.

© Rybalchenko L., 2019
ORCID iD: https://orcid.org/0000-0003-0413-8296
luda_r@ukr.net

© Kosychenko O., 2019
ORCID iD: https://orcid.org/0000-0002-6521-0119
k_inf@dduvs.in.ua

264 ISSN 2078-3566



Scientific Bulletin of the Dnipropetrovsk State University of Internal Affairs. 2019. Special Issue Ne 1

Establishment of fact of violation of legal interests, for example, at plundering of the
state budget a task is near-term in the sphere of counteraction to the economic crimes, and their
exposure or exposure of their signs is not only the task of the state in the person of her organs
but also necessary measure in relation to providing of safety for the different subjects of eco-
nomic activity.

Analysis of publications that started solving this problem. A financial swindle was
investigated as home as foreign scientists: A. Volobuev, O. Dolzhenkov, 1. Kozachenko,
D. Nikiforchuk, M. Shumilo et al. V. Glushkov, O. Kopan, O. Kostenko, M. Miller, V. Shakun
et al, investigate the problems of economic criminality.

The aim of work is to research of growing threat to economic security of country in
a fight against economic crimes and swindle and consideration of events on counteraction
to the economic crimes and swindle, what organizations can apply, to show a swindle out
of shade.

The article’s objective. One of the most pressing problems of our time that creates the
real threat of realization of the economic converting into Ukraine, the factor of social destabili-
zation is a proof increase of criminal displays in the field of economics, increase in the struc-
ture of economic criminality of part of grave crimes, excrescence of the organized crime and
corruption.

Basic content. The shadow economy is one of the main components that hinder com-
petitiveness, raising the standard of living and economic development of Ukraine. The level of
the shadow economy reflects the corruption component of government bodies, the level of
crime in the economic and political spheres. The objective reality is that neither society nor the
state can ensure proper registration of the crime.

Therefore, latent crime today has the following types: natural, artificial, hidden and
unknown. Hidden (latent) crimes in the economic sphere, as well as crime in general, have
a negative impact on the economy of the country; impede the development of foreign eco-
nomic relations, the dynamics of joint economic activity, and the flow of foreign invest-
ment. In terms of damage, a particular group of economic crimes is the abuse of credit and
monetary relations.

The processes taking place in the sphere of financial and economic relations lead to the
fact that the state is increasingly losing control over the economy and the sphere of finances.
According to the World Economic Crime and Fraud Survey in 2018, 48% of Ukrainian organi-
zations were affected by economic crime and fraud cases (in 2016 — 43%). For comparison, the
global average of economic crimes is 49%. Bribery and corruption remain a major economic
crime for many years, with a negative impact of 73% of Ukrainian victims.

By far, the most common types of economic crime and fraud are: misappropriation of
property, procurement fraud, personnel management fraud and cybercrime related to economic
activity. Ukraine is considered one of the most problematic countries in the field of cybercrime
worldwide.

With the development of modern information technologies, on the one hand, they act as
a threat to the organization, on the other they become its means of protection. Although
Ukrainian organizations use modern information technologies and methods to detect and moni-
tor fraud, they are still lagging behind the rest of the world. Many domestic organizations are
not yet sufficiently protected against cyber attacks. Only one third of organizations in Ukraine
have been found to have a cyber defense program.

From 2016 to 2018, the share of bribery and corruption in Ukrainian enterprises in-
creased from 56% to 73%. Comparing the value of this indicator with the global level of
bribery and corruption, it is almost three times less than in 2018 in Ukraine and is 25%.
Only the proportion of misappropriated property has declined, and all other economic
crimes have increased, including fraud in personnel management from 4% in 2016 to 33%
in 2018.

In 2018, 56% of fraud cases were committed by employees of the organization and be-
longed to their senior management (in 2016, there were 27%), 36% of cases were committed
by a third party (that is, agents, suppliers and clients with whom the organization has regular
and profitable 8% abstained. In 70% of the employees, the main reason that prompted them to
commit fraud was the ability to commit fraud, meaning there was no fraud protection. 33% of
employees received a bribe for fraud [1].
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Fig. 1. Economic crimes at Ukrainian enterprises

Reduction of cases of misappropriation of property in 2018 is a consequence of the ef-
fectiveness of strengthening control in domestic organizations and increasing the funds for its
prevention (Fig. 1).

Every third domestic organization received a bribe offer (33%). Of concern is the fact

that 23% of organizations predict that bribery and corruption, among other types of economic
crime and fraud, will be the largest of all financial losses.
According to the Corruption Perceptions Index 2018, Ukraine has improved its performance by
32 points and ranked 120th out of 180 countries (in 2017 — 30 points, 130th) (Fig. 2). Among
its neighbors, Ukraine managed to bypass only Russia, which ranks 138th with 28 points, Po-
land — 60, Slovakia — 50, Romania — 47, Hungary — 46, Belarus — 44, Moldova — 33 points [2].
In 2019, Ukraine has lost its position and is already 123rd on this indicator.

External fraud is carried out at the enterprise by contractors or third parties, and internal
fraud is carried out by employees of the enterprise itself. Internal fraud has a greater impact on
the business, given the loss of reputation and clients where they are being stolen. In 2018, 33%
of Ukrainian organizations have experienced procurement fraud, which is 11% more than in
the world. This phenomenon can be explained by the inefficient choice of suppliers with whom
contracts for payment for their goods and services are concluded.
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Fig. 2. Ukraine's place in the international corruption perception rating

The number of cybercrime related to economic activity is increasing every year and car-
ries a high risk for both commercial and public sector organizations. The rise in this crime from
24% in 2016 to 31% in 2018 indicates new threats to organizations with advanced information
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technology technologies, including malware, phishing, network scanning, and password-
picking (such as "brute force" "based on a complete batch). It is this type of economic crime
that needs to be given the utmost attention to reduce the effects of cybercrime.

Despite the increasing cost of combating economic crime and fraud, many Ukrainian
organizations have not yet implemented fraud prevention, only responding or defending them
in the presence of fraud.

The high risk of economic crime or fraud indicates that it is necessary to counteract and
take more effective anti-fraud measures until it becomes systemic.

Cyber attacks have become widespread worldwide. Organizations and governments
around the world suffer from cyber-attacks by state-sponsored hackers for political or ideologi-
cal reasons and committed by terrorist organizations.

The consequence of cyber attacks is: breach of government activity, theft of personal
data and intellectual property, the collection of information on the structure of information sys-
tems and software, the acquisition of data for remote access to important infrastructure.

The major economic crimes and frauds that organizations suffer from as a result of cyber at-
tacks include: breach of business processes (51%), extortion (38%), infringement of intellectual
property rights (19%), attacks with a political motive (19%), misappropriation property (13%), in-
sider attack (4%). The most common cyber attack technologies are: malware (35%), phishing
(13%), network scanning (5%), password attack (5%), and middleman attack (3%) [1].

In order to overcome the systemic problem of fraud committed by top management of
organizations, it is necessary to develop control mechanisms that take into account the possibil-
ity that the management will be able to circumvent them, or to collude in one direction or an-
other. Fraud is the result of the intersection of a person's personal choices with a disruption of
the organization's systems and controls, so it is crucial to remember that a sense of security is
often misleading.

Conclusions. Detecting and preventing economic crime or fraud is a complex task that
requires finding a balanced set of measures that involves technology and human resources, and
build on a clear understanding of the incentives for fraud and the circumstances under which it
is committed.
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Summary

The article deals with the main features of economic crimes in entrepreneurial activity, which
threatens the economic security of the state. The latent nature of crimes of economic orientation is inves-
tigated, which determines the necessity and priority of search activity, including in the framework of op-
erational-search activities. It is revealed that fraud is a phenomenon that is formed by a complex interac-
tion of the circumstances of economic, psychological and social order, and is also closely related to cy-
bercrime. The methods of their detection are investigated, the main directions of disclosure of latent
crimes in the field of regional economy are determined.

Keywords: economic crimes, business security, shadow economy, fraud, cybercrime, latency of
economic crimes, threat to economic security.
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