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HAIIPSIMUA BUKOPUCTAHHS [IUPPOBOI
KPUMIHAJIICTUKHA B YMOBAX
BOE€HHOI'O CTAHY

VY craTTi JAOCHIIKEHO HOBITHIO Taly3b KPHUMIHAQIICTHKH — IHUQPOBY KPUMIHATICTHKY.
IIpoananizoBaHO MOTSIM MPOBIIHUX BYEHUX IIOAO IMOHATTS Ta MicIs IM(POBOI KPUMIHANICTUKH B
cucTeMi KpHMiHATICTHYHO! HAayKu. 3AiMICHEHO aHali3 TEeXHIKH Ta PO3KPUTO CydacHI METOIH LU(POBOL
KpuMiHamicTHKH. OIUHEHO TeHJeHLii PO3BUTKY LHU(POBOI KPUMIHANICTHKA Ha Cy4acHOMY eTami Ta
CHPOTHO30BaHO MOAATHIINN PO3BUTOK IBOTO HAIPAMY B YkpaiHi. [IpoBeneHo mpaBoBuii aHai3 CTOCOBHO
TOro, mo IU(ppoBa KPUMIHATICTHKA MOXE BHUKOPUCTOBYBATHCS B PI3HMX KOHTEKCTaX, BKIIOYHO 31
BHYTDILIHIMH KOPIOPAaTHBHUMHU DO3CIiAyBaHHSAMH, IMBUIBHUMH CYyJOBUMH MpPOIECAMH TOLIO.
3a3Ha4eHo, IO ICHyI0Ya MOJENb KPUMIHATIICTUKM B YKpaiHi HaranbHO nmotpedye GopMyBaHHS OKpemoi
rary3i KpIMiHaJIiCTUYHOT TEXHIKH, 1[0 BKIIOYA€ 3acCO0H 1 METOIU JOCIIKEHHS IUPPOBUX TOKA3iB.

Kniouoei cnosa: yugposa Kpuminanicmuxa, Kpuminanicmuxd, Mmemoou, po3ciioyeaHHs,
KPUMIHATbHI NPABONOPYUEHHSA, KIOEp3I0UUHHICTb, OOKA3U.

MMocranoBka npodaemu. [TommperHs muGPOBUX MPUCTPOIB Ta OB’ A3aHUX 13 HUMH
TEXHOJIOTI TpaHC(OpMye MeXaHi3MH BUMHEHHs 0araTbOX KPUMIHAIBHHMX IPaBONOPYIIEHb Y
pizHHX cdepax moackkoro kuTTs. ChorogHi Maibke KOXKHA JIOAWHA LIOAHS KOPHUCTYETHCS
KiIbKOMa IIM(POBUMH MPUCTPOSIMU Ta MA€ JOCTYII JI0 Pi3HUX IU(PPOBHX cepBiciB. BianosinHo,
MOBCSIKJICHHE JKHUTTS TeHepye Oarato LM(pOBUX CIiIiB, a OTXe, WMOBIpHICTH TOrO, IO B
pe3ynbTaTi KpUMIHAIBHOTO MPAaBOMOPYIICHHS 3aJIMIIAIOTHCS LU(POBI CIIAHN, € TyKe BUCOKOIO.
ToMy KiBKICTh BHUIAQJKIB, KOJM TPABOOXOPOHIIIM HEOOXITHO BUSBIATH Ta JOCHTIDKYBATH
UQpPOBI CIIITH, 3aCTOCOBYBATH 3aco0M MONIyKY Ta ikcamii iHdopmarii B Kibeprpocropi,
BUKOPDHCTOBYBaTH IM(POBI JaHI MiJg dYac MpOLECY JOKa3yBaHHS Yy KPUMIHAIBHOMY
TPOBA/DKCHHI, 3 KOXXHUM POKOM 30UIBIIYETHCA. 3 OrJSIAy Ha I MOMHT MPaBOOXOPOHHUX
opraHiB Ha e()eKTHBHI IHCTPYMEHTH ISl BUSBJICHHS, BIUIyYCHHS Ta JOCITIUKEHHS U(POBUX
JIOKa3iB MOCTIHHO 3pocTae, TOMY B KpUMIHATICTHYHIN Haylli OCTaHHIX IECSATUIIThH el Harpsm
€ OJTHUM 13 HalaKTyalbHIIINX, 1 BiH AMHAMIYHO PO3BUBAETHCS.

Ha nymky T. MatromkoBoi, mudpoBa iHpopmariis, sk HeBiJ’eMHUH aTpUOyT CydacHOi
3JIOYMHHOT W KpUMIHANICTHYHOI  JiSUTbHOCTI, BW3HA4a€  TEPCIEKTUBH  PO3BHUTKY
KPUMIHANICTUKH, IO TOB’S3aHI 3 ONIAIOM SK OKPEeMHX CIIEMEHTIB i1 CHCTeMH, Tak i
KPUMIHANICTUKA B IIJIOMY, 1 TEPCHEKTHBH TOMAIBINIUX JOCIIIHPKCHb Yy [HOMY HaIpsMi.
Oco011BO 3 OISy HA NMOMIMPEHHS TeOpil «KOMII I0TepHOT KpuMiHasicTku» [1, c. 249]. Onnak
HEJIOCTaTHBO YBaru NPUALIIETHCS POl Ta MIcHI0 HU(GPOBOI KPUMIHANICTUKH Y BITUN3HSIHIN
MOJIeNII KPUMIHATICTHKH. B VYKpaiHi BYeHI 30CepeDKYIOThCS TEPEBAXHO Ha IpodiieMax
CY/IOBOT EKCIIEPTH3M KOMII'IOTEpHOI TEXHIKM Ta IpOrpaMHUX MpOAyKTiB (11 00’ekrax,
3aBIaHHAX, MOJXIMBOCTSAX Ta METOAWKAX TPOBEACHHS) 1 Ha METOIMIN PO3CIiTyBaHHS
kibep3mounHiB. BBaskaeMo 11e HeMpaBUIbHUM, OCKITIBKY IH(PPOBA KPUMIHATICTHKA € OKPEM UM
PO3/IJIOM CYZIOBHX HayK 1 Mae OyTH IOBHOLIHHO 3alIpOBa/DKEHa B YKpaiHi 3 ypaxyBaHHsM Tiei
MOJIeJIi KPUMIHATICTHYHOT HAaYKH, 1110 CKJIaacs.

AHaniz myoaikaniii, B SIKMX 3am0YaTKOBAHO BUpilIeHHsl Wiei mpodiemu. B
VYkpaini n1uppoBOIO KPUMIHAIICTUKOIO 3aliMaeThesi Hebarato nociinHukiB. Lle mom’szaHe 3
THM, II0 BOHAa € HOBOIO HayKolo, 110 BHHMKIA jmme y 80-ti pokn XX cromitrs. Oxpemi
npoOiieMn UPPOBOT KPUMIHATICTUKN PO3TIAATN Taki aBTopH, sk: . ABneeBa, B. ByTy30s,
M. dymumkoB, [. Koryrmu, A. Komomina, T.MartromkoBa, H.. HeuaeBa, A. CamoniH,
T. ®enoposa, B. llleniteko, M. llleniTeko Ta iH. Bapro 3ragatu i M.-X. Mapac — oxny 3
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MPOBITHUX 1HO3EMHHX JOCHITHHUIL NU(GPOBOT KpuMiHamiCTHKH. OJHAK, HE3BKAIOYM Ha
HAYKOBI JOCIHI/KCHHS, OUIBINICTP TEOPSTHMYHHMX THUTAHb, MOB’A3aHUX 13 BHU3HAYCHHIM
KOHKPETHHMX HAaIpsMIB BIPOB3/DKEHHS IOJIOXKEHb IM(PPOBOI KPUMIHATICTHKA 1O CHCTEMH
KpHUMIiHaJiCTHYHOI HayKH B YKpaiHi, i 10 I[bOT0 4acy 3aJIMIIAI0THCS HEBUPILLIEHHUMHU.

Metoro crarTi € JOCHiIKeHHS HOBOi cdepu KpuMiHamicTHKHM — IH(PPOBOI
KPUMIHAJICTKH, a came i MeTO/IiB, 110 BUKOPUCTOBYIOTHLCS IPH PO3CHiLyBaHHI KPUMiHAJIBHUX
MIPaBONOPYIICHb.

Bukigaa ocHoBHOro marepiany. Y cydacHOMYy CBiTi iHGOpMAaIliliHI TeXHOJOTIi BCe
OijblIe OXOIUTIOIOTH Pi3HI c(eph CYCHUIBHOTO JKHTTS. MOXHA CKa3aTH, 10 BOHH CTalld
HEBIJ'€MHUM KOMIIOHEHTOM JIFOJICBKOI JISUIBHOCTI, IO BHM3HAYa€ IEPCIEKTHBH PO3BHUTKY
C€KOHOMIKH, TONITHKU, HAliOHAJIbHOI Oe3MmeKku Ta 00O0pOHO3AAaTHOCTI AepikaBu. ChOronHi, 3
PO3BUTKOM CYCIIBCTBA Ta IMpolecamMu Hudposizalii Bcix cdep KHUTTA, BUHUKae NoTpeda B
yJIOCKOHQJICHHI pOOOTH CyJIOBUX Ta MpPaBOOXOPOHHUX OpPraHiB, OCOOJMBO B yMOBax
MOJIepHi3allii Ta mepexoay A0 HOBOI IU(PPOBOI peaibHOCTI. AJDKe KiOEpIPOCTIp € CydacHUM
THCTPYMEHTOM JUIsl CTBOPEHHS Ta TONIUPEHHS Pi3HWX BHUAIB iH(opMmarii. BiH cTaB HOBUM
PYIIIEM PO3BHTKY €KOHOMIKH, HOBOIO ILIAT(GOPMOIO COIIaTBbHOTO aaMIiHICTPYBaHHS, HOBUM
CIToco00M MIDKHApPOTHOTO CIIBPOOITHUIITBA Ta HOBOIO C(EPOI0 JAEpKaBHOTO CYBEPEHITETY.
OpnHak KibepnpocTip He JIMIIEe HaJae pecypcH Ta MOXKJIIMBOCTI, ajle i 1oB’s3aHui 13 3arpo3amu.
CrpiMKHi pO3BUTOK LUppoOBi3alii Ta BHAIB 3B’S3Ky 30UIBIIye BUKIUKK Ta PH3HUKH
KibepOe3nekn, THM CaMHM IE€PETBOPIOIOYN CYCHIIBCTBO B I[JIOMY Ha OUIBII BpasiMBE 10
kibep3arpo3 Ta MPOAYKYIOUHM TIOSABY HOBHX (OPM CydacHOi B3JIOYMHHOCTI, TaKWUX SIK:
iHpopMmaniiiHe maxpaiicTBo, KibepaTakd Ha HH3KY 00’€KTIB KpUTHYHOI iH(pacTpyKTypH,
KiOep3JI0YMHA: TIOPYIICHHSI aBTOPCHKOTO TpaBa i CYMKHUX IpaB, MIaXpaicTBO, HE3aKOHHI il
3 JOKyMEHTaMH Ha TMepeka3, IUIATOKHUMH KapTKaMH Ta IHIIAMH 3ac00aMd JIOCTYIY 10
0aHKIBCHKHX PaxyHKiB, OOJIQJITHAHHAM JUIs iX BUTOTOBJICHHS, YXWICHHS BiJl CIUIATH MOJATKIB,
300piB (0OOB’SI3KOBUX IUIATEXKIB), BBE3CHHS, BUIOTOBJICHHS, 30yT 1 pPO3MOBCIOKEHHS
nopHorpadiuamx mpeaMetiB [2, ¢. 201]. 3a Takux ymMoB 1udpoBa iHdopMallis € HEBI EMHUM
aTpruOyTOM [isTIBHOCTI OpraHiB KpUMIHAJBHOI FOCTHLII Ta 3J0YMHIIB, 110, Y CBOIO YEpry,
BIUINBAa€ Ha PO3BUTOK CYCIUILCTBA Ta BH3HAYa€ HANpPSMH 1 3aBAAaHHA pO3BHTKY
FOPUCTIPYACHIIIT, B TOMY YUCJIi i KPUMiHATICTUKH.

Bapro 3a3HaunTH, 110 3aNPOBaIKEHHS] BOEHHOTO CTaHy B YKpaiHi CYTTEBO BILUTHHYJIO
Ha PO3BHUTOK KPHMIHaJICTUYHOI HAYKH, 1 32 TAKUX YMOB HEOOXiJJHO pO3pOOIISTH HOBI IMiJAX0AN
y 00poTHOI i3 CyyacCHUMH BOEHHUMH BHUKJIMKAaMH, CTBOPIOBATH Ta BIPOBAKYBaTH e(EKTHUBHI
CUCTEMH MPOTHIIT HAsIBHUM 3arp0O3aM.

Y BOEHHHX peallisix ChOTOAEHHS BCE OUIBLIOI aKTyalbHOCTI HaOyBae e(eKTHBHICTH
PO3CIiyBaHHS Cy4aCHHUX 3JIOYMHIB, Y TOMY YHCIi KiOEp3JTOYMHIB Ta BOEHHUX 3JIOYMHIB, 3a
JIOTIOMOT 00 IU(POBUX TEXHOJIOTIH. Y IIbOMY KOHTEKCTI MOXKHA TOBOPHUTH IIPO MOSIBY HOBOTO
HanpsaMy — $poBoT KpUMiHaICTUKH. J{J1s mO3HaYeHHsI i€l raTy3i TaKo)k BUKOPHCTOBYIOTHCS
IHINI TepMiHU, TaKi SK: EJIeKTPOHHA KPUMIHAICTHKA, KOMITIOTEpHA KPHMIiHATICTHKA,
KpHUMIHaJICTHKA B KOMIT FOTEPHUX cHcTeMax [3, c. 35-36].

B ropuanuHii nitepaTypi HayKOBLI MarOTh Pi3HI MOIVIANM HAa BU3HAYECHHS LUPPOBOI
KpUMIHATICTUKA Ta 1i MicIlg B cucTeMi KpuMiHamicTHaHO1 Hayku. Hampukian, A. Komoxina i
T. ®emopoBa 3a3HauarOTh, MO IH(POBAa KPUMIHATICTHKA € TPUKIATHO HAYKOIO IIPO
PO3KPUTTS 3J0YHHIB, TIOB’SI3aHUX 13 KOMIT IOTEPHOIO iH(GOpMAIIE0, TPO  JOCHTIHKESHHS
nru(poBUX JIOKAa3iB, METOMIB TONIYKY, OTPHMAHHS Ta 3aKpIIICHHS Takux mokasiB [4, c. 177].
IHmi BuyeHi BKa3yroTh, MO0 OU(PPOBA KpHMIiHAJICTHKAa — I CyAOBa Hayka MPaKTHIHOTO
crpsiMyBaHHs, 3acHOBaHa B 1970-1980-x pp., 110 BUBYAE BiTHOBIICHHS Ta JOCIIIKCHHS JaHUX,
OB’ SI3aHUX 13 KIOEP3JI0UNHHICTIO, KOTPI MICTATHCS Ha NUPPOBHUX MPUCTPOsX [S, c. 290]. Hdeski
HayKOBIIl PO3YMIIOTh T [HU(POBOI0 KPHMIHATICTHKOIO TIporiec 300py, OTpHMaHHS,
30epeKeHHs, aHali3y Ta MOJaHHs EJIeKTPOHHHUX JO0Ka3iB i3 METOI0 OTPHUMAaHHS OINEpPaTHBHO-
pPO3IIYKOBUX  BIJOMOCTEH, 1OKa30BOi iH(popMamii 1 3aiHCHEHHS pO3CIiTyBaHHA Ta
KpUMIHAJIBHOTO TIEPECHTiIyBaHHSI CTOCOBHO PIi3HWX BHIIB KPUMIHAIBHHUX TPAaBOMOPYIICHD, Y
TOMY YHCITi Kibep3JiounHiB [6, c. 278].

OxpeMi NIPOBi/IHI BYCHI HAMaraloThCsl BU3HAYUTH Miclie HU(PPOBOI KPUMIHANICTHKY B
Till cUCTeMI KpUMIHAJIICTUYHOT HayKH, [0 € 3arallbHOBM3HaHOIO B YkpaiHi. Tak, M. JlymunkoB
JIOIYCKa€e sIK BapiaHTH ab0 CTBOPEHHsS HOBOTO pO3/UTy B KJIAaCH4HiMl KpuMiHanmicThLi, abo
BU3HAHHS OKpeMOl HayKH «u(poBa KpUMiHAJICTHKa», a00 CTBOPEHHS OKPEMOIO BYCHHS B
3arajbHId Teopil KPUMIHAIICTHKH, ab0 MOJIEpHI3aIlil0 BXKE ICHYIOYHMX YYeHb (PO CIiH,
Oprasizalfirto po3CJiTyBaHHS), PO3IUTIB KPUMIHATICTAKH (CKaXKIMO, Y KpUMiHATICTHUHIN
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TEXHiI 3’ IBUTHCS MIIPO3IiN «KibepTpacooris») [7, c. 105].

B. lleniteko i M. lleniTbko 3a3HayaroTh, MO LUPPOBY KPUMIHAIICTHKY MOXKHA
BB)KATH CTPATEriYHUM HANpsSIMOM PO3BUTKY KPUMIHAJTICTHYHOI HAyKH Ta HPaBOOXOPOHHOI
NPaKTHKU. Y CBOIO 4epry, pO3BUTOK caMoi NU(POBOI KPUMIHANICTHKY BiJOYBAETHCS 32 TPHOMA
OCHOBHMMH HamnpsiMami: (OpMyBaHHS OKpPeMOi HAayKOBOi Traiay3i B KpPUMIHANICTHIL;
3aCTOCYBaHHSI CIIELiaJIbHUX 3HaHb NPH poOOTI 3 HUPPOBUMH JI0Ka3aMU; 3/ ICHEHHS CYyJIOBUX
ekcrepTu3 (MepeBaKHO KOMIT IOTepHO-TEXHIUYHUX) [8, c. 21]. ¥V cmemianizoBaHUX JKepenax
HaToJIONIYEThCSI Ha HEOOXITHOCTI JOCIiKEHHS TaK 3BaHUX IUGPOBHX JOKa3iB (IUppPOBOI
iHdopmarii) — iHpopmalii, CTBOPEHOT 3a JJOIIOMOTOI0 BUCOKUX 1HPOPMaIiHHUX TEXHOJIOTiH. Y
3apyObKHUX KpaiHaX HIMpPOKOro 3acTocyBaHHi HaOyB TepmiH digital evidences (uudposi
JOKa3u), MiJl SIKUM pO3YyMIiIOTh Oynb-sKi 30epexeHi jgaHi abo HaHi, WO IEpenarTh i3
BUKOPHCTAHHSIM KOMII'IOTepHOI 4 iHmoi TexHiku. L{udposi nokasu — ne Qakruyni paxi,
npencrasieHi B 1udposiii ¢opmi Ta 3adikcoBaHi Ha HOCiI Oyab-skoro Tumy. I[lopsin i3
TEPMIHOM «IU(PPOBI JTOKa3WM» BHKOPHUCTOBYIOTHCS IHIMI, TaKi SK: «EJEKTPOHHI JOKa3wy,
«ETIEKTPOHHI CJIi TN, «SICKTPOHHI JOKYMEHTHY, «ITUPPOBI JpKeperna iHpopMartlii» Ta iH.

IudpoBi moka3m BUMArarOTh HOBITHIX MIAXOMIB M0 iX 30upaHHs, 30epiraHss,
BUKOPUCTAHHSA Ta JMJOCIIDKCHHs TiJ dYac JOKa3yBaHHS Yy KPHMIHAJLHOMY ITPOBAKCHHI.
3aciIyroBylOTh Ha yBary po3poOKHM yKpailHCBKMX HAayKOBILIB IOJJ0 METOJMK PO3CIiAyBaHHS
3JI04MHIB, CKOEHUX Y KiOepnpocTopi, IXHbOT KpUMIHANICTHYHOI XapaKTePUCTHKH, BU3HAUCHHS
QITOPUTMY PO3CIIAyBaHHS, a TaKOX CIEHU(IKM BHUKOPHCTAHHS CHELiaIbHUX 3HAHb Ta
MPOBEJICHHS CYJOBUX EKCIIEPTH3 TiJl Yac PO3CHAYBaHHA IIi€l KaTeropii KpHUMiHATbHHUX
MPaBOIOPyIIEHb.

IIpoananizyBaBIIM HAYKOBI BUZHAUCHHS MOHATTS «IIM(PPOBA KPUMIHATICTHKA)», MOYKHA
KOHCTAaTyBaTH, 10 BOHO MOTpeOye IMOMAIBIIOrO PO3BUTKY Yy HAmpsMi KOHKpETH3aIlii, aie
OTpPHUMATH YSBJIECHHS IPO HHOTO MOXHA BXXE ChOTOJHI. Y oMY, H(poBa KpUMIHATICTHKA
0azyeTbcss Ha 3aragbHUX npuHIMNAxX. OJHUM 13 HaWBaXIMBIMIMX € TPUHIUI OOMIHY,
po3pobnenuit E. Jlokapom: Ko 00’€KTH 1 TTOBEpXHI BCTYMAIOTh B KOHTAKT OJHE 3 OJHUM,
BiZI0YBa€THCs NIepexpecHe MEPEHECEHHs MaTepiaiB.

IMudpoBa kpuMiHATICTHKA BHUPIIIYE TaKi 3aBJaHHSA: CTBOPEHHS METOJIB, amapaTHUX i
MPOrpaMHUX 1HCTPYMEHTIB I 300py Ta JIOCHIMKCHHS JOKa3iB KOMIT IOTEPHUX 3JIOYHHIB,
po3poOKa TaKTHKO-ONEPaTHBHO-PO3UIYKOBUX 3aXO/AIB Ta CHIJUUX MAi, MNOB’SI3aHUX 13
KOMIT'IOTEpHOIO  1H(OpMaIli€lo;  BCTAHOBJICHHS  KPUMIHAJTICTHYHUX  XapaKTEePUCTHK
NPaBOIOPYIIEHb, OB I3aHUX 13 KOMIT FOTEPHOIO 1H(OPMAILTI€I0.

OcHoBo10 1T POBOT KPUMIHATICTHKH € 1i TEXHIUHA CKIIa0Ba, 1HAKIIE KaXKy4H, 3aCO0H1
i METOAM TEeXHIKO-KPUMIHAJTICTUYHOIO JOCHIDKeHHS uudpoBuUX mgokasziB. Llg ramyss
XapaKTePU3YEThCS IMUPOKUM IHCTPYMEHTAPIiEM, SIK KOMEPIIHHHUM, TaK i 3 BIIKPHUTHM KOJIIOM.
BoHa Mae BiacHWH MiKHApOIHUN cTaHmapT, omyOmikoBanmi y 2012 p. MixHapoJTHOIO
opranizamieto 3i crangapruzanii (ISO) Tta MiKHApOAHOIO €JIEKTPOTEXHIYHOIO KOMICi€l0
(MEK). 3raganuii CTaHIapT CTOCYETHCS MOBOKEHHA 3 IudppoBumu nokazamu (ISO/IEC
27037 Indopmariiini texuomorii — Metonu Oesmeku — KepiBHUITBO 3 igeHTHGIKAL],
30MpaHHsl, oJiep KaHHs 1 30epeeHHs CBIAYCHb, NpeAcTaBleHnX y uudposiid ¢opmi) [9]. Bin
MIPOTIOHYE TaKi YOTHPH €TaIIH IIOBODKEHHS 3 IU(PPOBUMH JOKa3aMH:

1. Inentudikamiss — mepeadadae MOUIyK 1 PO3Mi3HAHHS BIANOBIMHUX JOKa3iB Ta iX
JIOKyMeHTyBaHHs. Ha 1iboMy eTami mpiopuTeTHI 3aBAaHHSA 300py JOKa3iB BH3HAYAIOTHCS Ha
OCHOBI IIIHHOCTI W MIHJIMBOCTI JIOKa3iB. BapTo 3BepHYTH yBary, mo ieHTU}IKaIlisl BUCTYIAE
BOXJIMBUM KPOKOM Vy Tiporieci mudpoBoi KpUMIHATICTHKH, TOMY IO II¢ JIMIIE YacTHHA
O17Ib1IOT0, CKJIATHILIIOTO MPOLIECY PO3CIiAyBaHHS;

2. 30upaHHs — mependadae 30ip ycix HEOOXiZHMX EJNEKTPOHHMX JaHMX 13 pI3HHX
JOKEpeIt, 3apaxoBYIOUH KOMIT I0TepH, CepBEpH, MOOITBHI PUCTPOT Ta iHII udposi Hocii. JlaHi
30UpalOThCS 32 JIOTIOMOTOIO  CIIEIialbHUX IHCTPYMEHTIB 1 METOMdiB, IO TapaHTYIOTh
30epeKeHHs IUTICHOCTI Ta aBTCHTUIHOCTI JTaHUX;

3. Orpumanns. [{udposi nokasum MarOTh OyTH OTpUMaHi 0€3 TMOPYIISHHS IUTiICHOCTI
nmaHux. s 1poro poOUTHCS KOMisl BMICTY HUGPOBOTO MPHUCTPOIO (MPOIEC, BITOMHUH SIK
CTBOPEHHSI HECIIOTBOPEHOT0 00pa3y) 3 BUKOPUCTAHHSM NPUCTPOIO (OJIOKYBaJIbHUKA 3aIUCy),
MPU3HAYCHOTO Il TOTro, MO0 rapaHTyBaTH, IO JaHI HEe OyAyTh 3MiHEHI MHiJ 4ac MpoIecy
KomitoBaHHs. /Iy TOTO, 00 BU3HAYMTH, YH € TyONiKaT TOYHOIO KOII€I OPHUIiHAIly, 3HAYSHHS
xen-QyHKIIT pO3paxOBYETHCS 3 BHKOPUCTAHHSAM MaTeMaTHYHUX OOYHCIEHb, y TaKOMY
BUIAJKY JJIi OTPUMAaHHS 3HAYCHHS Xem-QYHKIII BUKOPHCTOBYETHCS KpUNTOrpadidHa Xell-
bynkmisa. Skmo 3HaYeHHS Xem-QYHKIIT UTsl OpUriHaIy Ta KOIIii 30iraroThesl, e 03Ha4Yae, Mo
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BMICT KOITil TOYHO BiJIIIOBiTa€ OPUTIiHATY;

4. 36epexenns. Lleit eran nepexbauae 3axucT 1 30epeKeHHs €JIEKTPOHHUX JOKa3iB,
mo0 3anobirtm Oynae-sikuM  3MiHaM abo MoambikamisM pgaHux. Ilpomec 30epexeHHS
nepeabdavyae CTBOPCHHS CYJOBO-MEIMYHOTO 300pakeHHS abo0 KOmMii BHXINHUX JaHWX |
30epexeHHs Korlii, 100 3a0e3neYnTH i1 He3MIHHICTh IPOTSITOM YChOT'O PO3CIIiTyBaHHSI.

CrorojiHi Bce OUIBIIOrO HAYKOBOTO Ta IMPAaKTUYHOTO IHTEpecy HaOyBaloTh LU(POBI
KPUMIHAJIICTUYHI IHCTPYMEHTH, IO JOTIOMAraloTh PO3KPUBATH Ta PO3CJIiyBaTH BOEHHI 3JI0UNHH,
a TaKOXX CHPHUSIOTH 3a0C3IIEUCHHIO0 HEBIIBOPOTHOCTI MOKapaHHSI BOEHHHX 3JIOYHHINB. [3-TOMDK
HHUX OCHOBHY yBary NpUJIULFOTh TAaKUM: TIOLIYK 33 KITIOYOBHMH CJIOBAaMH Ta XeLITEraMH, CIIUCKA
SIKMX 3a3/1aJierifb MiIrOTOBJICHO, aHANli3 CYMYTHUKOBUX 3HIMKIB, BHUKOPHCTAHHS TEXHOJIOTIl
aHami3y «Benukux maHux» (Big Data); aHani3 reonmokariiiHuX MITOK, AOCHiKEeHHS (HOoTO- Ta
BijleoMaTepiaNiB y BIAKPUTOMY JOCTYNI Ta HAJAHWUX CIIJCTBY, BUKOPHCTAHHS IPOTPaMHOTO
3a0e3neveH sl Ul aHamizy Ta oOpoOku Lu(poBHX 300pa)KeHb, NOCTIDKEHHS Telne(OHHUX
PO3MOB, aHAI3 EIEKTPOHHUX MPHUCTPOIB, IPOBUX CHCTEM, CHCTEM PO3Ii3HABAHHA OCi0, TOMIYK y
BIMOBIAHUX 0a3ax mMaHWX (B YKpaiHi BUKOPHUCTOBYIOTH JOJATOK i3 pO3Mi3HABAHHSI OOIUY
Clearview Af mys inenTudikamii TOTSHIIHHUX 370YMHINB 1 3aruomx) [10, c. 32].

IHm  mkepena BUIUISIIOTH Taki HANpSIMH CyYacHOT IM(POBOT KPUMIiHAJICTHKU:
1) mocmipKeHHST 3aCTOCYHKIB (MECEHIKEpiB Ta IHIIMX 3aCTOCYHKIB I CMapTQOHiB, L0
BUKOPHCTOBYIOTbCS Il OOMiHY iH(opMmami€ro); 2) IOCHKEHHS XMapHHX CXOBHIL,
3) nocnimkeHHsT MOOITBHUX MPUCTPOIB (TenedoHiB); 4) mocnimxenus iHtepHer-peuei (IoT);
5) nocmimKeHHsT HOBITHIX TPHCTPOIB Ta 3acTocyHKiB (Alexa Bim Amazon, Google Assistant,
Siri Big Appel); 6) nocnimkeHHs Mepex; 7) TudpoBHN aHai3 MOBEAIHKH OKPEMHUX 0Ci0, TpyI
JoJIe Ta IXHIX CTOCYHKIB 1 B3aEMOBITHOCHH; 8) MOCTiIKEHHS 3aCTOCYHKIB, 0 HE TIPU3HAYCHI
JUTSI BUKOPHUCTaHHS IHMMMH ocobamu; 9) MepexeBi nocmipkeHHs; 10) nmdpoBuit aHamis
MOBE/IIHKK OKpEeMHX O0ci0, rpyn Jojedl Ta IXHIX CTOCYHKIB 1 3B’s3kiB; 11) mociipkeHHs
3aCTOCYHKIB He st TenedoHy (mocmipkeHHs 0a3 manux, Spotlight, America online instant
messaging, 3ac00iB aHTHKPUMIHATICTUKH, BUIAICHUX 1 PparMeHTOBaHUX (aiiiiB, 300pakeHb,
¢nem-nam’sTi, KpunToBalioT); 12) mudpoBa KpUMiHATiCTMYHA pO3BiAKa Ta pO3BigKa Ha
OCHOBI BiTKpUTHX JKEPEIT.

3amexHO Big 00’€kTa IHCTPYMEHTH Ta METOOU IH(PPOBOI KPHUMIHATICTUKH
NOAUISIOTECS Ha TEBHI KaTeropii, 30Kpema, IOociiukeHHs (aiaoBoi cucteMu, ornepaniiHol
CHUCTEMH, ONEpaTUBHOI MaM’siTi, E€JIEKTPOHHOI TOIUTH, BEOJOCH/UKEHHS, MepeKeBi
JIOCIIJKEHHSI, MYJBTUMEAINHI JOCHI/DKSHHST TOWIO (JIOCIHIKEHHS MECEH/KEpIB, 3HIMHHX
HociiB) [11, c. 29].

HesBakatoun Ha Te 110 IMPPOBa KPUMIHATICTHKA CTPIMKO PO3BUBAETHCS Ta MPOTHUIIIE
MOIIUPEHHIO KiOEP3JIOYMHHOCTI, BOHA Ma€ TICBHI HENOJIKH, 30KpeMa: CIIiIdi Ta Ji3HaBadi
MTOBHHHI MaTH IIHUPOKI KOMIT IOTEpHI HABHYKH; HABITh SKIIO ITUPPOBI JOKA3U MPUHHATO IO
Cyay, HEOOXITHO JJOBECTH, 10 He OYJI0 )KOIHOTrO BTPYYAHHS; HEOOXITHO HaJlaBaTH JOCTOBIpHI
Ta TIEPEKOHJIMBI [TOKa3W; BUTOTOBJICHHS 1 30epiraHHs eJIeKTPOHHHUX 3aIHCiB MOTPeOYIOTH
3HaYHHUX BUTPAT; BIJCYTHICTh TEXHIYHHMX 3HaHb y CIIIYOro, Ai3HaBaya MOXKE NPU3BECTU JIO
HEJIOCSITHEHHSI 0a)KaHOTO pe3yJIbTaTy; SIKIIO IHCTPYMEHT, 10 BUKOPHCTOBYETHCS U1 LIM(POBOT
CyIIOBOi €KCIIEPTHU3H, HE BiJIMOBiAa€ 3a3HAUYCHUM CTaHAapTaM, TOKa3u MOXKYTh OyTH BiIXHJICHI
CYIOM.

Takox He BaXKO MIOMITHUTH, IO 115 TATY3b € HacaMIlepea TEXHIKO-KPUMiHaTICTUIHOIO.
Ane, Ha BIOMiHY BiJg 0araThbOX IHIIMX Tady3ed KPHMIHATICTHYHOI TEXHIKW, BOHA HE
OOMEXYETRCS JTUIIC TCXHIYHUMH acriektaMu. OCTaHHIMH pokaMu Oysio OKJIaJIeHO 3HAYHWX
3YCWIIb JUIsl 1HTErpaiii TEXHIYHHX AaCHEKTiB JOCHIKCHHS IUPPOBUX JOKa3iB 0 BCHOTO
npoliecy BUSIBJICHHS Ta PO3CIiyBaHHs Kibep3yiounHiB. Lle Oymno 3po0ieHo 3 MeTo po3poOKu
OITICHAX  TIAXOMIB JI0 PO3CTiAyBaHHS, OCKUIBKHM CIeIdika TMporecy JoKa3yBaHHS
KiOep3JI0YMHIB BUMArae y4acTi CIelialicta Ha BCiX eTamax po3ciiyBaHHs, a He JIMIIE ITiJ] 9ac
TIPOBEJICHHSI OJHI€T UM KUTBKOX CiTIMX (PO3MTYKOBHX) i 00 CyZ0BOT €KCIIEPTHU3H.

Y KOHTEKCTi po3ciilyBaHHS KpUMIHAIBHAX TIPAaBONIOPYIIICH BUIIICHABEICHE O3HAYAE,
o 3acobu Ta MeTomu MH(POBOT KPUMIHATICTUKH IIUPOKO 3aCTOCOBYIOTHCS B OINEPATHBHO-
POBIIYKOBiil JisNIBHOCTI Ul BHSIBJIECHHS O3HaK KPHMIHAJIBLHOTO NPABOINOPYLICHHS, Ha CTail
JIOCYIOBOTO PO3CITiyBaHHS — THPHU MiATOTOBII Ta MPOBEICHHI TTACHUX i HErJIACHHUX CIIIYUX
(po3uIyKOBHMX) AiH, TOB’s3aHUX 31 300poM LHMQPOBUX JOKa3iB, y CYAOBIH eKcrepTHsi
KOMIT'IOTEpHOT TeXHIKH M MPOrpaMHUX HPOAYKTIB Ta IHIINX EKCIEPTH3aX, W0 JAOCIIIKYIOTh
r(dpoBi JOKA3M.

[ubpoBy  KPUMIHATICTHKY  HEPiAKO  BUKOPHCTOBYIOTH  JUIS  PO3CIHiAyBaHHS
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KiOep3/IOUnHIB, TaKWX SK XaKepcTBO, KpaJikKka OCOOHMCTMX MJaHWX, ImaxpaictBo. II[o6
ineHTH]IKyBaTH 3JI0YMHIIS 1 TOOYyBaTH CIPaBy MPOTH HHOTO, MOXHA MTPOAHATI3YBaTH LU POBI
JIOKa3H, HAPUKIIAJ, CIICKTPOHHI JIUCTH, )KypPHAJIM YaTiB 1 MepexeBi )KypHamu. BapTo 3a3HaunTH,
1o 1rdpoBa KPUMIHATICTHKA BCE YacTillle BAKOPHCTOBYETHCS B PI3HUX KOHTEKCTAX, 30KpeMa y:
1) KOPIIOpaTUBHUX  PO3CIIAYBAHHSAX: KOMIIAHIT MOXXYTh  BHKOPUCTOBYBaTH  HU(DPOBY
KPHUMIHAJICTHKY IUIsl PO3CIiAYyBaHHS IOPYIIEHb BHYTPIIIHBOI Oe3rmeky abo HenpaBoMipHOI
MOBEIIHKK CmiBpoOiTHUKIB. Ile Moke mepenbadaTH, HANPHUKIAJ, aHaTI3 KOMIT IOTEPHUX
JKypHaJTiB 200 eIeKTPOHHOT IOIITH, III00 BU3HAYNTH, YX TIOPYIIIHMB NPAIiBHUK MOJIITHKY KOMITaHi1
abo BuKpaB KoH(DiAeHUilHy iH(opMamito; 2) HMBIIBHUX CYAOBHX IIpoLecax: Y HUBIIBHHX
crpaBax LH(POBY KPUMIHATICTHKY MO’KHAa BUKOPHUCTOBYBATH UIsl 300pY JIOKa3iB Ha MiATPUMKY
a0o crpocTyBaHHs npeTeH3iil. Hanpukian, y cripaBax mpo KpaaiKKy iHTENEKTyallbHOT BIACHOCTI
CYZOBO-MEJMYHI €KCIIEPTH MOXYTh MPOAHai3yBaTH KOMIT IOTEPHI CUCTEMH, 11100 BU3HAYHTH, YH
OyB OTpHMaHHUIl JOCTYI O KOMEPINMHOI TaeEMHHII a00 iHINOI KOH(IACHIIHHOT iHpOpMAIIil;
3) pearyBaHHI Ha IHITUJICHT: KOJIM BiIOYBAETLCS MOPYIICHHS Oe3mekn abo kibepaTtaka, IudppoBa
KpUMIHAIIICTHKa MO)kKe OyTH BHUKOPHCTAaHA JUIS PO3CITIMyBaHHS IHIUACHTY Ta BU3HAYCHHSI
Jokepena atakd. [1oTiM 1m0 iHGOpMaIlilo MOXHAa BUKOPHUCTOBYBATH 11 BIOCKOHAJICHHS 3aXOJIiB
Oe3meKy Ta 3armo0iraHHs MOAIOHUM IHITUICHTaM Y MaiiOyTHROMY; 4) BCTAHOBJICHHI BiJIIOBITHOCTI
HOPMAaTHBHUM BUMOTraM. bararto ramyseil, Takux sk OXOpOHa 370pOB’s Ta (DiHAHCH, MiANANAIOTH
mig giro HopMaTHBHUX BuMor. lluppoBa KpuMmiHamicTHKa MOKe OyTHM BHKOpHCTaHa, OO
NEepeKoHaTHCs, [0 Ii TpaBmia JOTPUMYIOTHCS Ta ENEKTPOHHI 3amucd 30epiraloTbest |
3aXHUINAI0THCS HAIGKHOIO Miporo [12, ¢. 478].

3arasioM 1MQpoBa KPUMIHATICTHKA € YHIBEPCAJIILHUM IHCTPYMEHTOM, KOTPHH MOJKHa
BUKOPUCTOBYBAaTH B PI3HUX KOHTEKCTAaX IJIs BHWSIBJICHHS I[iHHOI iHpOpMAIlii Ta MiATPUMKH
pO3CIiyBaHb, CYIOBHX TMPOIECIB 1 3yCWIb IIOAO BiAmoBigHOCTI. J[ist po3ciigyBaHHS
U(POBUX IHITUICHTIB 1 BUSBICHHS OCIO, BIAMOBINATBHUX 3a KiOEp3JI0UYMHU 200 BUTIK JaHHX,
npoiiec nudpoBOT KPUMIHATICTUKY MA€ BUPIMIATbHE 3HAYCHHSI.

Ha cydacHoMy eTarmi OCHOBHUM HampsiMOM PO3BUTKY KPHUMIHAJNICTHKH € (GopMyBaHHS
Ta BJOCKOHAJCHHS Tally3l TeXHIKO-KPUMIHATICTUYHOTO MOCIHIIKEHHS NU(GPOBUX MaHuUX. Sk
BUSIBIIIETHCS, BINMOBIAHI 3aCO0M Ta METOOM INe HE 3HAWNUIM CBOTO MICHSA y BITYH3HSHIN
CHUCTeMi KpHMIiHANICTHKH. TOMy iCHye HarajgbHa TOTpeda y CTBOPEHHI OKPEMOTO PO3ILTY
KPUMIHAJICTUYHOI TEXHIKH, IMPHUCBSIYCHOIO0 KPHUMIHATICTUYHOMY JOCHI/DKEHHIO HHU(POBUX
JIOKa3iB, 3MICT SIKOTO BKJIIOYAaTHME HAYKOBI MOJOKEHHS LIM(PPOBOT KPUMIHAIICTHKH SIK rairy3i
CYJIOBHUX HAyK, aJanTOBaHOi JO peajiii BITYM3HAHOI MPABOOXOPOHHOI TPAKTHKUA Ta
KpPHUMIiHaJICTHYHOI Teopii.

Crnix 3a3HauuTH, MO IMGPOBY KPUMIHATICTHKY HE CIig OTOTOXXHIOBATH 13
3aCTOCYBaHHSAM ITU(POBHX TEXHOJOTIH y KPHUMIHAJICTHI, 3 METOJHUKAaMH PO3CIiTyBaHHS
KpUMiHAJbHUX TIPABOIOPYIIEHb, OB I3aHUX 13 KOMIT' IOTEPHOIO iH(QopMallieto, abo BU3HAYATH
il OKpEMOIO YaCTHHOIO BITYM3HSHOI MOJIENI KPUMIHAIICTUKY SIK IPUKJIaTHOT IOPHIUYHOT HAyKH
Ta HaBYAIBbHOI quciuiLTiHg. [{udpoBa KpuMiHANICTHKA € TATy3310 1HIIOT MOJEI, BiJMiHHOIO
Bij Ti€i, mo ckmamacs B YkpaiHi, ToMy mnpoOiema ix iHTerpauii morpedye IOAANBIINX
HayKOBUX JIOCHI’KEHb.

BucHoBku. IlizcymoByrounm BwWIle3a3HaueHE, MOXKHAa KOHCTAaTyBaTH, IO ImM(ppoBa
KPUMIHAJIICTHKA — 116 HOBITHS Taly3b KPHUMIHATICTHKH, MPHKJIATHA HAayKa MPO PO3KPUTTS
KpUMIHAILHUX TPAaBONOPYIIEHb, ITOB’S3aHUX 13 KOMITIOTEpHOI iH(opMmai€eo, Tpo
JOCITiDKEHHS ITUGPOBUX JTOKA31B, METOIM TIONITYKY, OTPIMAHHS Ta 3aKPIIJICHHS TaKWX JO0Ka3iB.
IIporniec nmudpoBoi KpUMIHATNICTHKK Mae (GyHIAMEHTATbHE 3HAYSHHS IS PO3CIiAyBaHHS
IU(POBUX IHIUACHTIB Ta BHSBICHHS OCIO, BIAMOBINANIBHUX 3a KiOep3nounHH ab0 BHUTOKH
nanux. Hapasi HeoOXiJHO akTyasi3yBaTH PO3BHUTOK IU(POBOI KPUMIHAIICTUKU B CyYacHHUX
ymoBax. OcoOJMBY yBary CIiJl NPUIIIHTH MOCHICHHIO POJ KPUMIHATICTHYHOI AUJAKTHKH,
30KpeMa TIATOTOBII CHiAYMX, Ji3HABadiB, MPOKYpPOPiB, CYMIIB, JETEKTUBIB, CIIiTINX
KpUMIHAJICTIB Ta CYIOBHX €KCIEpTiB y cdepi muppoBuX TeXHONOTiH. J[0BOJI aKTyalbHUM
HUHI € 3amo4aTKyBaHHs HOBOI mpodecii Ta 3MiiiCHeHHS MiAr0TOBKY MU(POBOro KpUMiHATICTA.
Y TakoMy KOHTEKCTI CyYacHa TMapajurMa KpPUMIHATICTUKA Mae OyTH ChpsMOBaHa Ha
MOAAJIBIINI PO3BUTOK 1 popMyBaHHS IIMPPOBOT KPUMIHATICTUKY JUIsl €(DEKTHBHOTO BUPIILICHHS
HOBUX 3aBJIaHb B YMOBaX BOEHHOTO CTaHy Ta TPOIECiB NU(POBI3allii CyCHiIbCTBA.
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ABSTRACT

Natalia Bratishko. Directions of use of digital forensics under martial law. The article
examines the newest branch of forensic science — digital forensics, which is an applied science of solving
crimes related to computer information, the study of digital evidence, methods of searching, obtaining and
securing such evidence.

The views of leading scholars on the concept and place of digital forensics in the system of
forensic science are analyzed. The author analyzes the technique and modern methods of digital forensics
in the investigation of criminal offenses. The author assesses the current trends in the development of
digital forensics and predicts its further development in Ukraine.

The author provides a legal analysis of the fact that digital forensics can be used in various
contexts, including internal corporate investigations, civil litigation, etc. This involves the use of
specialized tools and methods to obtain information from a wide range of digital devices, such as
computers, mobile phones and storage media.

It is noted that in the existing model of forensic science in Ukraine, there is an urgent need to
form a separate branch of forensic technology, which includes means and methods of digital evidence
examination. This greatly simplifies the task of integrating the achievements of digital forensics into the
national forensic system, since, on the one hand, it does not require revision of the system itself, and on
the other hand, it allows for the rapid implementation of most of the relevant scientific provisions and
practical recommendations. The content of the section of forensic technique devoted to the forensic
examination of digital evidence should include scientific provisions of digital forensics as a branch of
forensic science adapted to the realities of domestic law enforcement practice and forensic theory.

Keywords: digital forensics, criminalistics, methods, investigation, criminal offenses,
cybercrime, evidence.
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a1’ FOHKT

([ninponempogcokuil OepiicasHull yHigepcumem
eHympiwnix cnpas, m. J{ninpo, Yxpaina)

OCOBJIMBOCTI MPOBEJEHHS CJIAYUX (PO3ITYKOBHX)
JITA TIPA PO3CJIYBAHHI HE3AKOHHOT' O 3AVMTHATTA
PUBHUM JJOBYBHUM ITPOMUCJIOM Y BOEHHUI YAC

JlocnipkeHo  0COOIMBOCTI NPOBEJSHHS CHiAUUX (PO3MIYKOBHX) M HpPU  PO3CIiAyBaHHI
HE3aKOHHOT'O 3aHHATTA pHOHMM JOOYBHHUM IIPOMHUCIOM Yy BOEHHHMIT yac. Po3rismaroTecst TeoperndHi
3acagM 1 TaKTUYHI OCOOJIMBOCTI IPOBEACHHS OINISAY Micll mopii, oOmyky, JONHMTY CBigka Ta
I1103PIOBAHOTO MiJ] Yac PO3CIiAyBaHHs BKa3aHNX KPHMIHAIBHHX IIPABONIOPYIIEHb.

AKIICHTOBaHO YyBary, 110 B YMOBaX BO€HHOIO CTaHy MPOBEACHHS JEAKHX CIiJUMX
(po3mykoBuX) Aiif HaOyJl0 MEBHUX OCOOIMBOCTEH, 30KpeMa y YaCTHHI CKJIAJIaHHSA MPOTOKOIY, a TAKOX
II0JI0 CTIPOILEHHS MPOLEAYPH 3TydeHHS MOHATUX MIPU MPOBEACHI OOIIYKY >KUTJIa Y 1HIIOTO BOJOAIHHA
ocobu.
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