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ENSURING ENTERPRISE ECONOMIC SECURITY

Jhonvuia Pubanbuenko, Exyapn Pwkkos. SABE3INEYEHHSA EKOHOMIYHOI BE3IEKH
MIANPUEMCTBA. [locmipkeHO CydacHMiI CTaH pPO3BUTKY IIiJIPHEMCTBA, CKJIAZOBI EKOHOMIYHOL
cTabUIBHOCTI Ta CTIMKOCTI, 8 TAKOX MiIXOAU 10 3a0e3MeueHHs HOro piBHs CKOHOMIUHOI Ge3neku. BusHaueHo
OCHOBHI 3aBJIaHHS MO0 C(PEKTUBHOrO Ta CTPATEriYHOTO YIPABIIHHS CHCTEMOK0 EKOHOMIUHOI Oe3meKu
TJPUEMCTBA Ta NMPOOJIEMH BIUIMBY Ha {Or0 JISUIBHICTH €KOHOMIYHHX pH3UKiB. [IpoaHasizoBaHo 30MTKH, 110
CTAJIUCS HA MIPUEMCTBAX, B HACIIIOK /il podeciitHoro maxpaiicrtsa B YKpaiHi Ta CBiTI.

CyyacHuii  eTam  COIiaJbHO-CKOHOMIYHOTO  PO3BHTKY  XapaKTEPHU3YEThCA  3HAYHUMHU
MOJIITHYHUMH, CKOHOMIYHHMH, COIIQJIBHUMU Ta CKOJIOTIYHUMHU 3MiHAMH, CTPIMKHM PO3BHUTKOM
HAYKOBO-TEXHIYHOTO IPOTpecy, M0 NPOHHUKAE y BCi chepH KUTTEAIUIbHOCTI MoanHu. Kpu3osi sBuma,
10 HAPOCTAIOTh B JIEP>KaBi, MOCHIIOIOTh HEBU3HAYEHICTh €KOHOMIYHOTO CTAHOBHIIIA Ta BUMArarloTh BiJ
cy0’€KTiB rOCIIOJapIOBaHHS MOCHJICHHS YBaru 10 MUTaHb BIACHOT eKOHOMIYHOI O€3MeKH, BUSBICHHS Ta
HelTpainizanii MOKJIMBHX 3arpo3, HeOe3NeK Ta PU3MKIB, 3/aTHUX HETAaTHBHHM YHMHOM BIUIMHYTH Ha
CTaH Ta pe3yJbTaTH iX HisJIbHOCTI.

[paBuipbHO mMOOyMOBaHA cHCTeMa 3a0E3MEYCHHS CKOHOMIYHOI OE3MeKH O3BOJUTH MPOBOJUTU
MOCTIMHMHA MOHITOPHHT 3a TIsUTbHICTIO OpraHi3allii 3 METOI BUSBJICHHS 3arpo3 i MPOQIAKTUKH B TisSIbHOCTI
KOHKYPCHTIB, a TaKOXX JO3BOJIUTh MNOOyIyBaTd c()EKTUBHY METOMUKY OOpOTHOM 3 BHHUKAKOUUMH
npobiieMamu. B nanuii yac icHye psii MOXKIIMBHUX 3arpo3 OE3MEKH i JUis TOro, 00 NPaBUIIbHO 1X OLIHHTH,
HEeoO0XiTHO MPOBOIUTH NPOoQiIaKTHIHY poOoTy 1 60pOTEOY 3 MOAIOHMME HPOOIEMaMH 3 METOIO MOOYIOBH
edexTuBHOI cucTeMH 3a0e3NeueHHs] eKOHOMITHOT Oe3IIeKH KOMEPLiiTHOT CTPYKTYpH.

J1yis1 3a0e3MeyeHHs] eKOHOMIYHOI OE3MeKH MiNMPHEMCTBA HEOOXITHO 3aCTOCYBaHHS KOMILICKCHOTO
MiIX0/y, BPaXOBYIOUH BUPOOHMYI, PUHKOBI Ta IPaBOBi O3HAKH, KOHTPOJb BCiX 3MiH, 5IKi BifOyBaroThcs B
XOMi IiSUTPHOCT1 KOMIIaHii, a TAKOX BUKOPHUCTAHHS CHCTEMH MOHITOPHHTY, 3a JOTIOMOTOIO SIKOi MOXJIHBO
aHaNi3yBaTH BCi 3MiHH, SIKI MOXXYTh BIUIMHYTH Ha JiSUTBHICTH HiANPUEMCTBA, 0€3 SIKOTO HEMOXKIHUBO
CTBOPUTH TOBHOLIIHHUI MiAXiA MO 3a0e3MeUeHHI0 €KOHOMIYHOT OE3MeKH MiANMPHEMCTBA, S€KOHOMIYHOT
0e3MeKy PerioHy Ta HAlliOHATBHOT eKOHOMIYHOT OC3MeKH.

Knrouogi cnosa: exonomiuna 6esnexa, cmadinbnicmv niONpUEMCMEA, CUCMEMA MOHIMOPUHZY,
EeKOHOMIMHUIL CMAH, 3A2P03Ad eKOHOMIUHIT be3neyi.

Problem statement. The current stage of socio-economic development is characterized
by significant political, economic, social and environmental changes, rapid development of
scientific and technological progress, which penetrates into all spheres of human life. Crisis
phenomena that are growing in the country exacerbate the uncertainty of the economic situa-
tion and require economic entities to increase attention to issues of their own economic securi-
ty, identify and neutralize possible threats, dangers and risks that may adversely affect the state
and performance of their activities.

Analysis of publications that started solving this problem. Famous economists such
as A. Galchinsky, V. Geyets, S. Mocherny, V. Muntian, I. Alexandrov have devoted their work
to the study of economic security issues, both at the level of the national economy and at the
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level of individual economic entities. , V. Bogomolov, T. Klebanova, G. Pasternak-
Taranushchenko, A. Baranovsky and others. However, in spite of the considerable scientific
achievements in this field and in view of the multifaceted and growing weight of this problem
in the current economic conditions, the issue of ensuring the proper level of economic security
of domestic economic entities, timely identification and diagnosis of sources of danger still
needs to be increased attention.

The article’s objective is to study the security system of the enterprise, identify possi-
ble threats to its activities and approaches to ensure management of the economic security of
the enterprise.

Basic content. The economic security of the enterprise is the prevention of all threats to
the activity of the business entity, the efficient use of resources to ensure the sustainable func-
tioning of the commercial structure. Properly designed economic security system will allow
constant monitoring of the organization's activities in order to identify threats and prevention in
the activities of competitors, as well as to build an effective method of dealing with emerging
problems. Currently, there are a number of possible security threats and in order to properly
assess them, it is necessary to carry out preventive work and combat similar problems in order
to build an effective system for ensuring the economic security of the commercial structure [1].

The Law of Ukraine 2469-VIII of 21.06.2018 "On National Security of Ukraine" de-
fines the mechanisms of leadership in the field of national security and defense, the standardi-
zation of the structure and composition of the security and defense sector, the management
system, the introduction of a comprehensive approach to planning in the field of national secu-
rity and defense to ensure sustainable and effective civilian democratic oversight of security
sector bodies and entities [2].

In our view, in order to set up an effective economic security system, each company
needs to create a specialized service that deals with both external and internal threats, develop
and implement preventative measures to protect the enterprise, collect and store information
about partners, to inspect employees of the organization, to protect information, to protect the
territory and property of the company, as well as to carry out all necessary operations.

Important tasks of economic security of the enterprise are: assessment of risks of
the enterprise and their analysis; avoidance of possible risks and forecast of the state of
enterprise protection; protection of confidentiality of information and trade secrets; effec-
tive and strategic management of the enterprise's economic security system. The latter in-
clude: protection of trade secrets and confidential information, information security, inter-
nal and external security, competitive intelligence, personnel, industrial, financial, tax and
security, and others.

Corporate fraud is one of the pressing problems of our time. According to statistics,
5% of profits are lost annually by global companies due to the dishonest actions of their
employees. In Ukraine, this figure is even higher — in various cases it reaches 10-15%. It is
only the losses that have been made public by the companies [3]. The key risks that pro-
voke fraud in 2019 are: lack of internal controls; self-removal of the owner from direct
management of the company; lack of business performance measurement criteria; the
owner's personal reluctance to take fraud measures; emphasis on cash when conducting
financial transactions.

The world's largest anti-fraud organization, ACFE, has investigated that in 2018 in
Eastern Europe, as well as in Central and Central Asia, 86 of the largest cases of professional
fraud are misappropriation of assets, accounting for 83% of all violations. These cases resulted
in a loss of $ 150,000. Fraud schemes were the least widespread, accounting for 10% of all
cases, and corruption schemes occurred in 60% of cases and resulted in an average loss of $
300,000. The organizations that are victims of professional fraud include: private companies —
50% (losses of US $ 115 thousand), public companies — 43% (losses of US $ 155 thousand),
governmental ones — 1; non-profit — 2%, others — 3% [4].

Fig. 1 shows the number of occupational fraud cases (86) in Eastern Europe, as well as
in Western and Central Asia in 2018. There are 3 such cases in Ukraine, which is less than the
average of 4.3 of all cases.
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Fig. 1. The number of professional fraud cases in Eastern Europe,
as well as in Western and Central Asia in 2018

Most cases of professional fraud are in Serbia (9), Romania (11), Turkey (13) and Rus-
sia (15). Let's see how the size of your organization is associated with the risk of professional
fraud. In Fig. 2 shows that the largest percentage of cases in Eastern Europe, as well as in
Western and Central Asia, belongs to enterprises in which the number of employees ranges
from 100 to 999 (32%). These organizations suffered the largest losses of $ 1 million. Organi-
zations with 1,000 to 9999 employees make up 31% of the cases, with an average loss of $
30,000. Large organizations, with more than 10,000 employees, accounted for 26% of all cas-
es, suffering an average loss of $ 275,000.
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Fig. 2. Dependence of the amount of losses on the number of employees in the company

The largest share of economic crimes at Ukrainian enterprises in 2018 belonged to brib-
ery and corruption, 73%, which increased compared to 2016 and amounted to 56%. For com-
parison, the global level of bribery and corruption is 25%.

The level of economic crime or fraud in 2019 (61.5%) increased compared to 2016
(43%) and even slightly exceeded the global level of 60.3% (Fig. 3).
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Fig. 3. Cases of economic crime or fraud in Ukraine (blue) and in the world (red) in 2016-2019

According to world statistics, 6.3 billion US dollars are lost annually as a result of eco-
nomic crime and fraud. Businesses lose about 5% of their profits as a result of fraud. By the
level of corporate fraud, Ukraine is in 5th place in the ranking of countries in the world.

Conclusions. Thus, to ensure the economic security of the enterprise requires the application
of a comprehensive approach, taking into account production, market and legal characteristics, con-
trol of all changes occurring in the course of the company's activities, as well as the use of monitor-
ing system, which can analyze any changes that may affect activity of the enterprise, without which
it is impossible to create a full-fledged approach to ensuring the economic security of the enterprise,
the economic security of the region and national economic security.

References

1. TIlexin A. ExonHomivyHa (e3neka MiANPUEMCTB K €KOHOMIKO-IIpaBOBa Kateropis. Exonomicm.
2007. Ne 8. C. 23-25.

2. Ilpo mwnamionamsHy Oe3nmexy VYkpainm : 3akoH VYkpaimm Big 21.06.2018. URL
https://zakon.rada.gov.ua/laws/show/2469-19

3. Aprem KosGens. IllaxpaiictBo B kommauii: mo mnoTpibHo 3HatH 6i3Hecy. URL
https://uteka.ua/ua/publication/commerce-12-pravovie-soveti-67-moshennichestvo-v-kompanii-chto-
nuzhno-znat-biznesu.

4. Report to the Nations. 2018 Global Study On Occupational Fraud And Abuse. URL :
https://www.acfe.com/report-to-the-nations/2018/#download.

Received to editorial office 06.12.2019

1. Pekin, A. (2007) Ekonomichna bezpeka pidpryyemstv yak ekonomiko-pravova katehoriya [Eco-
nomic security of enterprises as an economic and legal category]. Ekonomist. Ne 8. S. 23-25. [in Ukr.]

2. Pro natsional'nu bezpeku Ukrayiny [Economic security of enterprises as an economic and legal cate-
gory] : Zakon Ukrayiny vid 21.06.2018. URL : https://zakon.rada.gov.ua/laws/show/2469-19. [in Ukr.]

3. Artem Kovbel'. Shakhraystvo v kompaniyi: shcho potribno znaty biznesu [Fraud in the compa-
ny: what business need to know]. URL : https://uteka.ua/ua/publication/commerce-12-pravovie-soveti-67-
moshennichestvo-v-kompanii-chto-nuzhno-znat-biznesu. [in Ukr.]

4. Report to the Nations. 2018 Global Study On Occupational Fraud And Abuse. URL :
https://www.acfe.com/report-to-the-nations/2018/#download. [in Eng.]

Summary

The article deals with current state of enterprise development, components of economic stability
and sustainability, as well as approaches to ensuring its level of economic security. The main tasks of
effective and strategic management of the economic security system of the enterprise and problems of
influence on its activity of economic risks are determined. The losses incurred at the enterprises as a re-
sult of professional fraud in Ukraine and in the world are analyzed.

Keywords: economic security, enterprise stability, monitoring system, economic condition, threat
to economic security.
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