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LEGAL REGULATION OF PERSONAL DATA PROTECTION
IN THE COUNTRIES OF THE WORLD

Jliogmuaa  Pubdansuyenxo, Ouexcanap Kocuuenko, ILnas Kainunskmii. ITPABOBE
PETYJIIOBAHHS 3AXVCTY INEPCOHAJILHUX TAHUX B KPATHAX CBITY. Bianosigso 10
3aKOHOJIABCTBA IIEPCOHANBHI JaHI — Iie BiTOMOCTi ab0 CyKymHICTb BimoMocTell mpo ¢isudHy ocoly, sxa
inenTu¢ikoBana abo Moxke OyTH KOHKpeTHO ifeHTH(ikoBaHA. TeXHOJIOTIYHUN HPOTrpPec CTBOPIOE JUIS
CYCHIJIbCTBA Aealli MUPLUINH CIEKTp HOTped 1 MOKIMBOCTEH, Bif Oi3HECY 10 MOMITHKH. B ocTaHHI pokH
30ip 1 00poOKa IEepCOHANBPHUX JaHUX BCE YacTillle BUKOPHCTOBYETHCS B yCiX cdepax KUTTS JIOAHMHH.
CrpiMKHil pO3BUTOK 1HQOPMAIIIfHIX TEXHOJIOTIH BUMarae BUKOPHCTaHHS NEPCOHAIBHUX JAHHUX HE JIHIIe
JUIsL poOOTH, @ W U1 MOBCAKACHHOTO JKUTTS, NPUBATHOTO JKUTTS, MEIMUMHU TOLIO. € MMTAHHS LIO0J0
MOPYIICHHS NpaB JIIOAMHU. TOMY CTBOPEHHS HAJIITHOTO 3aXHCTY IEPCOHANBHIUX JAaHHUX BiJl HE3aKOHHOTO
BUKOPHCTAHHS € aKTyaJIbHUM JUISl CYCIILIbCTBA.

CTBOpEHHS HQICKHOTO PIBHSA CHCTEMH 3aXUCTY IIEPCOHATBHMUX AAHUX € OAHHM 13 BaXKIMBHX
3aBJaHb YKpailHM Ha MDKHApOAHOMY mpoctopi. IIpiopuTeTHUM HampsMKOM MOOYIOBH AEpKAaBHO-
MIPaBOBOTO PETYJIIOBAHHS 3aXUCTY MPaB i CBOOOJ CYCHIIBCTBA, a TAKOX 1HTErparmii 10 MDKHAPOIHUX Ta
€BPOMNECHCHKUX CTAHAAPTIB € BJOCKOHAICHHSA ICHYIOYOI CHCTEMH 3aXHCTy HEPCOHAIBHUX JAHUX.
KondinenuiiiHicte nepcoHanbHUX OaHUX 3axumieHa Koncrutymiero VYxkpainu. Bigmosimno nmo
3aKOHOJABCTBA YKpaiHU MiANPUEMCTBA, YCTAaHOBH, NPUBATHI KOMIaHI{, GaHKM Ta IHII MalOTh IIPaBO
00po0IATH HEepCOHANBHI AaHi CIIOKUBAYiB, TP LILOMY BOHM 3000B’s3aHi 3aXHIIATH L1 JaHi Ta HECYTh
BiJINIOBITATBHICTB 32 MOPYIICHHS iX KOH(DIACHIIHHOCTI.

OnHuUM i3 NUBIXIB 3aM00IraHHs NOPYLIEHHSM IIPaB JIIOAWHH Ha 3aXHUCT NEPCOHANBHHUX JIAHUX €
MiBUINEHHS DPiBHA OOI3HAHOCTI IIOJO0 MPABOBHX 3acaj OOpPOOKHM Ta 3aXHCTy NEPCOHATBHUX IaHUX.
3anpoBaJUKEHHST y BITYM3HSHE 3aKOHOJABCTBO HAWKpAIUX IHCTPYMEHTIB Ta €BPONEHCHKHX CTAHIApTiB
3aXHCTY NEPCOHAIBHNX JAaHUX, IOCUICHHS BiNOBIJAJIILHOCTI 3a HOro MOPYIIEHHS Ta MOHITOPHHT y cdepi
3aXMCTy HNEPCOHAIBHUX JaHUX AAaCTh MOXJIMBICTH MiJBUIIMTH Ta MOCHIIMTH 3aXHMCT IPaB IPOMAJIH Ha
HEBTPYYaHHS B 0COOMCTE KHUTTS.

Knwwuoei cnosa: nepcornanvhi 0ani, KoH@ioeHyitinicmy iHPOpMayii, 3axucm nepcoHaIbHUX OAHUX,
PO3BUMOK IHGOPMAYITIHUX MEXHONO02TI.
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Relevance of the study. The implementation of online services provides opportunities
for convenient and quick collection and processing of information about a natural or legal entity.
The use of personal data may be misused, illegally, which may lead to its leakage. The economic
growth of the quality of life of Ukrainians, their well-being is an important component of the
modern level of digitalization of society, implemented through electronic services, mobile
applications, etc. Under such conditions, the vulnerability of privacy and confidentiality of
personal data becomes a frequent phenomenon for violating the rights and freedom of a citizen.
Illegal publication of personal data imposes responsibility on violators in accordance with the
legislation of Ukraine.

The legislation of Ukraine defines the obligation of the owners to ensure the protection
of personal data against accidental loss, destruction, illegal processing and illegal access to them.
In Ukraine, the key document in the field of personal data protection is the Constitution of
Ukraine [1], the Law of Ukraine "On the Protection of Personal Data" [2] and documents in the
field of personal data protection, the Law of Ukraine "On Access to Public Information" [3], the
Law of Ukraine "About information" [4]. Many other legal acts also contain provisions
regulating the processing of personal data. The collection, storage, use and distribution of
confidential information about a person who has not given consent to its processing is prohibited.
Exceptions are cases that are defined by law and act in the interests of national security, economic
well-being and human rights.

Article 32 of the Constitution of Ukraine [1] states that no one can interfere in personal
and family life. Article 6 of the Law of Ukraine "On the Protection of Personal Data" [2] states
that "personal data is processed for specific and lawful purposes, determined with the consent of
the subject of personal data, or in cases provided for by the laws of Ukraine, in the manner
established by legislation". According to Article 5 of the Law of Ukraine "On Protection of
Personal Data", personal data can be classified as confidential information about a person by law
or by the relevant person [2]. The issue of information security is related to information
technologies that are used to ensure information security. Protection of information security
consists not only in the application of unauthorized access to information, but also in the use of
appropriate methods for its security and protection [14].

Recent publications review. The study of theoretical and practical aspects of personal
data protection and information security dedicated to the works of Ukrainian scientists:
O. Bodruk, V. Horbulin, V. Krysachenko, O. Manachinskyi, B. Parakhonskyi, T. Starodub,
0. Shevchenko, O. Vlasyuk and others. Conceptual problems of information security were
investigated by domestic and foreign scientists: R. Aron, K. Clausewitz, K. Hajieva, B. Liddell-
Hart, N. Machiavelli, H. Moltke, K. Popper, P.Proudhon, E.Rybkin, S. Tyushkevich,
M. Tsyurupa, A. Schweitzer, and others. No matter of wide number of reseaches, personal data
protection and information security as scientific field is still in the conditions of the formation
and requires more attention.

The article’s objective is to systemize and analyze the legal regulation of personal data
protection in the the foreign countries and Ukraine.

Discussion. January 28 is recognized as the International Day of Personal Data
Protection. Data Protection Day is celebrated in all countries and in European countries. The
establishment of such a day is related to the fact that network users do not forget to observe the
rules of behavior on the Internet, which help to secure their virtual and real life and to improve
the legal regulation of personal data protection at the international level.

For legal regulation in the field of personal data protection, the European Union has
developed a regulation on the protection of personal data (General Data Protection Regulation,
GDPR, hereinafter — the Regulation), which entered into force on May 25, 2018 [5]. According
to the provisions of the Regulation, personal information is information that identifies, relates to,
describes, can be linked directly or indirectly to a specific data subject or household.

The deepening of cooperation between Ukraine and the EU in the field of personal data
protection is stipulated precisely in our national legislation. If it is necessary to transfer data from
the EU to Ukraine, companies sign a document called Standard Contractual Clauses (SCC),
which is the proper basis for data transfer in this case. In June 2021, a new version of the SCC
was adopted. In June 2018, the law on the protection of personal data was signed in the USA.
California Governor Jerry Brown signed the California Consumer Privacy Act 2018 (the "Act")
[6]. This Privacy Act includes data security that is important to the safety and well-being of the
people of California and the entire nation’s economy. It should be noted that the California
Consumer Privacy Act is a "victory" and a big step forward in the protection of personal data in
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the United States. The Act provides new privacy rights for California consumers, including:

— the right to know about the personal information the company collects about them and
how it is used and shared;

— the right to delete personal information collected from them;

— the right to refuse the sale of your personal information;

— the right to non-discrimination to exercise their rights under the CCPA [6].

Many well-known companies pay special attention to the protection of personal data.
Thus, the Cisco company, with its obligations, respects the protection of the confidentiality of
personal data of its employees, clients, business partners and other interests [9]. For whom, Cisco
has run a global privacy program so that I can enforce and uphold high standards of privacy,
selection, disclaimer, voice, privacy, privacy, transmission of personal data, and access to them
of those other forms. Under the hour of collecting personal data from the entire world, Cisco is
subject to ambush, which is designated by the global privacy policy. It expands on personal data,
as it is processed by Cisco in the world, like electronic means, so in a familiar look, on paper
wear.

The Global Privacy Policy, together with the Global Privacy Policy, the European Privacy
Policy and the Business Personal Data Privacy Policy, are also intended to implement
appropriate safeguards for the processing of personal data entrusted to Cisco and transferred
from countries whose laws require adequate protection. This enables Cisco to share personal data
globally. The general principles that establish Cisco’s practices regarding the collection, use,
disclosure, storage, protection, transfer, access, and other processing of personal data are as
follows: authenticity, purpose limitation, proportionality, data integrity, data storage and
deletion, data protection, rights of data subjects and reporting [9].

From July to September 2021, European data protection regulators (DPAs) imposed the
2 largest fines for GDPR violations:

— the Luxembourg DPA imposed a €746 million fine on Amazon (it is believed that the
reason for the fine is Amazon’s use of targeted advertising without proper user consent);

— the Irish DPA imposed a €225 million fine on WhatsApp due to data transparency
issues.

These cases confirm a general trend — the efforts of regulators to force large companies
to follow uniform rules and prevent another mass abuse during data processing.

The rapid development of information technologies takes place with large volumes of
data processing, which is related to personal data, state institutions, banks, supermarkets, mobile
communication devices, etc.

The functions of monitoring compliance with the legislation on the protection of personal
data have been transferred to the Commissioner for Human Rights of the Verkhovna Rada of
Ukraine. The processing of personal data on racial or ethnic origin, political, religious or
ideological beliefs, membership in political parties and trade unions, criminal convictions, as
well as data related to health, sexual life, biometric or genetic data is prohibited. The processing
of these categories of personal data should take place only in exceptional cases with the provision
of higher standards of both protection and compliance with the rights of the subjects of personal
data. Previously, all personal data, with the exception of depersonalized data, was considered
information with limited access. According to the new version of the law, information about
receipt of budget funds, state or communal property by an individual in any form does not belong
to information with limited access.

Indicative is the attitude towards the protection of personal data in Estonia [7], where
each of its citizens has their own online account, in which they can track all requests for their
personal data and know who, when and for what purpose applied to them. If a person believes
that the request was unreasonable, he can file a complaint with the Personal Data Protection
Inspectorate. Employees of the inspection have the right to check all state authorities for
compliance with the rules of personal data protection. Since the adoption of the GDPR (General
Data Protection Regulation) in Estonia, no violations and fines have been recorded. Estonia’s
cyber security strategy is based on 4 principles:

1) The protection and promotion of fundamental rights and freedoms in cyberspace and
in the physical environment are equally important;

2) Measures to support cyber security in Estonia are considered as a stimulator of the
speed of digital development, which is the basis of the socio-economic growth of the country.
Security must support innovation, and innovation must support security;

3) Ensuring the security of cryptographic solutions is of unique importance to Estonia, as
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it is the foundation of the digital ecosystem;

4) Transparency and public trust in the state are important for a digital society. Therefore,
Estonia undertakes to adhere to the principle of open public communication.

In addition to the Ministry of Defense of Estonia, national cyber defense is supported by
the Cyber Defense Division of the Estonian Defense League, a unit that includes cyber security
experts from both public and private institutions [7].

According to the NCSI (National Cyber Security Index) in 2021, the leaders of the level
of the national cyber security index in the world were: Greece (96.1), Lithuania (93.51), Belgium
(93.51), the Czech Republic (92.21) and Estonia (90,91). Regarding the level of cyber security,
Estonia (99.48) ranks 2nd after the United Kingdom (99.54) in the global cyber security index
among European countries in 2021 [10, 11].

In Estonia, the legal regulation of information security is provided by the Constitution of
Estonia, the Law "On Public Information", the Law "On Protection of Private Data", the Law
"On Cyber Security", Cyber Security Strategy for 2019-2022. Estonia’s level of information
security has been tested by critical situations and has shown its efficiency and effectiveness. All
state bodies and private structures of the country systematically interact with each other to
prevent and overcome negative consequences. The Estonian experience shows that the issue of
regulating information security requires balanced multifaceted solutions.

In France, the control of compliance with the legislation in the field of personal data
protection is entrusted to the National Commission for Informatization and Freedoms
(Commission Nationale de I’informatique et des Libertés, CNIL) [8]. CNIL is an independent
administrative body with state funding, the main task of which is to ensure compliance with
human rights, inviolability of private life, and protection of personal or public freedoms in the
process of implementation and use of information technologies [8]. The decision of the CNIL
can be appealed in the administrative court.

The activity of the French special-purpose state bodies in the field of information security
is a component of measures aimed at the implementation of three main tasks inherent in special
services: diplomatic intelligence, military defense and protection of economic interests.
Individual issues of information security of the state are entrusted to one of the main intelligence
agencies — the General Directorate of External Security (La Direction generale de Ia securite
exterieure, DGSE), which is subordinate to the Ministry of Defense [8].

Looking at the statistics in the field of personal data protection, one can see that in recent
years there has been an increase in the number of appeals received to the Authorized Body
regarding violations in the field of personal data protection [13].

Table 1
Violations of personal data protection
Years Appeals received Insp ecc;lfrril: dhzolrte been Prepared protocols
2014 928 53 8
2015 638 62 3
2016 1306 76 5
2017 1211 45 34
2018 806 41 14
2019 1061 36 10
2020 2031 67 9

The value of appeals is growing at the same time as the pace of digitization is growing
and in the context of a pandemic, when the volumes and risks of personal data processing are
growing. Therefore, in the near future, we can reasonably expect an increase in the number of
appeals to these mechanisms and their activation.

The transfer of personal data between subjects, owners and managers located in different
states is becoming increasingly relevant in the digital economy. Art. 28 of the Law of Ukraine
"On the Protection of Personal Data" provide that "violation of the legislation on the protection
of personal data entails responsibility established by law". In addition, administrative
responsibility for violations in the field of processing and protection of personal data is
established by Art. 188-39 of the "Code of Ukraine on Administrative Offenses" [13, 14].
Regarding the EU, according to Article 45 of the Regulation, the transfer of personal data is
possible without restrictions: "if the European Commission has decided that a third country, a
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territory or one or more defined sectors within such a third country, or a relevant international
organization provides an adequate level of protection". As of today, the European Commission
has recognized Andorra, Argentina, Canada (certain types of organizations), Faroe Islands,
Guernsey, Isle of Man, Israel, Jersey, New Zealand, Switzerland and Uruguay as such states.
The transfer of personal data of EU citizens and residents to the USA is possible under a special
regime [13-14].

Conclusions. Thus, in each country, appropriate legislative, regulatory documents and
standards have been introduced, which are intended to regulate the protection of personal data,
processing, liability for violations of protection and privacy rights.

The main risks associated with the use of modern information technologies are the
irresponsibility of persons who, during processing, disclose personal data, do not ensure the
integrity and confidentiality of information, lack of reliable protection of personal data against
leakage and distribution.

The development of Ukrainian legislation on the protection of personal data was oriented
towards European standards, which are presented in documents and international treaties of the
Council of Europe and the EU. The analysis of the national legal framework on the protection of
personal data shows that the legal protection of personal data in Ukraine is insufficient and needs
to be updated and improved.

In the current legislation of Ukraine, the regulation of issues of responsibility for
violations of personal data protection standards still needs to be refined and adapted to
international standards.
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ABSTRACT

According to the legislation, personal data is information or a set of information about a natural
person who is identified or can be specifically identified. Technological progress creates an ever-widening
range of needs and opportunities for society, from business to politics. In recent years, the collection and
processing of personal data has been increasingly used in all spheres of human life. The rapid development
of information technologies requires the use of personal data not only for work, but also for everyday life,
private life, medicine, etc. There are questions about the violation of human rights. Therefore, the creation
of reliable protection of personal data against illegal use is relevant for society.

Creating an appropriate level of personal data protection system is one of the important tasks of
Ukraine in the international space. Improving the existing system of personal data protection is a priority
direction for the construction of state and legal regulation of the protection of the rights and freedoms of
society, as well as integration into international and European standards. Confidentiality of personal data is
protected by the Constitution of Ukraine. According to the legislation of Ukraine, enterprises, institutions,
private companies, banks and others have the right to process personal data of consumers, at the same time
they are obliged to protect this data and are responsible for violations of their confidentiality.

One of the ways to prevent violations of human rights to the protection of personal data is to increase
the level of awareness of the legal principles of processing and protection of personal data. The introduction
of the best tools and European standards for the protection of personal data into domestic legislation,
strengthening of responsibility for its violations and monitoring in the field of personal data protection will
provide an opportunity to increase and strengthen the protection of citizens’ rights to non-interference in
their personal lives.

Keywords: personal data, confidentiality of information, protection of personal data, development
of information technologies.
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