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MODERN ASPECTS OF THE USE OF ARTIFICIAL INTELLIGENCE
BY THE ARMED FORCES OF UKRAINE UNDER MARTIAL LAW

Abstract. In today’s globalized, technologized and, at the same time, unstructured world,
the role of information and analytical activity is objectively growing. This is due to the martial
law in Ukraine and the uncontrolled development of all processes and phenomena related to the
war in Ukraine, both in the world economy and in politics around the world. The activities of
any structures, and first of all the algorithm of conducting military operations by the Armed
Forces of Ukraine and other militarized structures on the territory of Ukraine with the aim of
liberation from the invading russia, require today the predictable development, protection from
risks, dangers and challenges. Such universal tool in the information society is information-
analytical activity, which is transformed into a close interaction with technical methods of
supporting a full-fledged complex of conducting hostilities within the framework of a full-scale
war, which is what our article focuses on.

Our research reveals the modern conditions of the technical activity of the Armed Forces,
which is accompanied by the first and quick response to threats, as well as the adoption of
management decisions at the command level and at the state level to ensure the stages of
conducting hostilities. After all, effective decision-making, the personal life of every citizen of
Ukraine, and the territorial integrity of the state, depend on the technical and predictable activity
of the Armed Forces of Ukraine. Today, the state of management in the information activities of
the Armed Forces of Ukraine under the conditions of martial law is characterized by an increase
in specific activities that require the use of modern computer tools, the informatization of various
components of their activities, the introduction of new information technologies in the collection
and processing, taking into account the secret nature of this information, which requires the latest
computer technology.

Keywords: information activity, informatization of technical support, legal regime of
martial law, artificial intelligence, Armed Forces of Ukraine, administrative legal support, state
regulation, military administration.

Introduction. The trend towards robotization, which has covered various
aspects of human activity, is especially noticeable in the military sphere. The
world’s leading countries are making significant efforts to equip military units
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with robotic systems for various purposes and improve the effectiveness of their
combat use.

The experience of military-technical cooperation with NATO member
states and relevant partner countries shows that military analysts consider
artificial intelligence as a breakthrough technology for the development of
military capabilities. The introduction of artificial intelligence is an important
trend in the development of battlefield and weapons control systems, in
connection with the maintenance of the legal regime of martial law in the
territory of Ukraine (https://zakon.rada.gov.ua/).

Analysis of recent research and publications. Al researchers are
concerned that people are using the technology to get legal, medical,
psychological or financial advice. The power of generalized models opens up
unlimited opportunities for their application, but seriously reduces the ability of
a person to perceive information. According to the scientist who researched this
issue, V. Hlushkov, the structure of information and analytical activity should
contain information support, information and analytical work, creation of
databases, which includes information search, goals, motives, methods and
methods of their implementation (Encyclopedia of Cybernetics, p.134).

The purpose of the article is to explore the modern aspects of the use of
artificial intelligence by the Armed Forces of Ukraine under the conditions of
martial law.

Formulation of the main material. In the field of military management,
artificial intelligence technology is considered an important complement to
human resources in many aspects, including: expanding situational awareness
and data sharing; command of the coordinate unit; targeted; coordinate the work
of sensors and means of destruction; detect and identify threats, reduce reaction
time to them; evaluate the intention; selection of semi-autonomous weapons;
working with fewer resources, with partial removal of a person from the
decision-making process, etc. In the future, the optimal choice of a combination
of sensors and means of destruction, depending on the threats, should be carried
out with the help of artificial intelligence, the role of which will constantly grow
both in solving the tasks of forming a situational image and supporting decision-
making.

From the diagnosis of diseases to the provision of business advice, from
the automation of mechanical operations to the creation of works of art — the
wide possibilities of artificial intelligence have permeated all spheres of life in
the twenty-first century and until now. In a rapidly changing technology
landscape, cautious researchers are paying attention to the potential risks behind
the benign appearance of friendly chatbots. The creators of ChatGPT claim that
the development of artificial intelligence cannot be stopped. They warn of dire
consequences if the process is left unchecked. Governments of leading countries
regulate the market so that artificial intelligence does not become a monopoly of
technological giants, as well as to protect society from potential dangers
(Brusakova et al., 2022).

The development of artificial intelligence has touched every aspect
necessary to create and operate artificial intelligence technologies: for
manufacturers of servers, cooling systems and cables, and even for real estate
owners who rent out data centers. Every year, artificial intelligence will become
more deeply integrated into people’s everyday life. It will become not only a
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source of practical knowledge, but also an important element of equipping the
Armed Forces. During the war, artificial intelligence was used in completely
different directions: from detecting cruise missiles to recognizing the faces of
dead russians.

Conducting intelligence and information-analytical activities in the
interest of preparing the state for defense is enshrined in Article 3 of the Law of
Ukraine "On the Defense of Ukraine" of December 6, 1991
(https://ips.ligazakon.net/document/view/t193200). The activities of the bodies
of the Armed Forces of Ukraine, which carry out intelligence activities in order
to protect the national interests of Ukraine from external threats, the procedure
for control and supervision of their activities, and also establish the legal status
of employees of these bodies, their social guarantees are enshrined in the Law of
Ukraine "On Intelligence Bodies of Ukraine” of March 22, 2001
(https://ips.ligazakon.net/document/view/t0123313).

Three major and effective Al systems are currently in use at the forefront:
the Delta National Military Platform, Clearview Al software, and Zvook
software and hardware.

First, we want to look at drones that use Al systems to track and disable
enemy equipment. Now we have a national military platform "Delta" that meets
NATO standards. It was transferred to the Ministry of Defense in the fall of
2022. With the help of such a platform, it is possible to determine the position
of the enemy on a digital map.

On February 4, 2023, the Cabinet of Ministers of Ukraine officially
allowed the Ukrainian army to use the Delta platform. It was used earlier, but
only by individual units. Now all forces involved in the defense of Ukraine will
be able to use it. A situational awareness platform is a system that provides
insight into the tactical and operational situation on the battlefield at a specific
moment in time. The information is primarily intended for commanders of the
highest and middle ranks, writes the BBC (Moroz, 2022).

How it works — it’s basically a web service with an interactive map. It
displays processed data from dozens of sources: satellite images of
reconnaissance UAVS, radio intercepts, etc. In addition, it meets all NATO
standards, so it can exchange data with similar platforms serving the North
Atlantic Alliance. Access can be obtained from a phone, tablet or computer.

That is, no special equipment is required — only an Internet connection.
Delta is used to plan combat operations and missions, coordinate with other
units, securely share information about enemy positions, and more. For example,
this system was one of the elements of the operation to sink the flagship of the
Black Sea Fleet of the russian federation "Moscow", and was also used in the
operation to liberate Zmiiny Island.

The Delta development team has repeatedly become the winner of the
Hackathon. Since the beginning of the full-scale invasion, she has not just
participated in the competition, but has shared her experience in order to increase
the contribution to the overall security (https://zakon.rada.gov.ua/laws/). Few
people in the world have the experience of building and using such systems in
the conditions of a full-scale war on the territory of Ukraine.

Another artificial intelligence that we want to look at and help in wartime
is the facial recognition system developed by the American company ClearView
Al. With its help, the dead russians are identified, then their families are notified
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of their death. This system has access to 10 billion photos posted on social
networks (https://zakon.rada.gov.ua/laws/). In addition, this technology is
partially used at roadblocks or roadblocks.

In more detail, we would like to analyze some information about this
technology, which is considered illegal in the world. Facebook, YouTube,
LinkedIn and Twitter refuse to cooperate with the American startup Clearview
Al. For what? The company collects millions of photos from social networks
without permission and uses them for facial recognition. During the war, the
startup gave its technology to Ukrainians for free, so although it helped the
Ukrainian military a lot, so let’s talk more about how dangerous is it.

The world first learned about the Clearview Al startup from an
investigation by The New York Times in 2020. An unknown company founded
by Australian developer Hoan Ton-To and American politician Richard
Schwartz has created facial recognition technology used by police in the United
States. To identify a person, the Clearview Al algorithm compares his image
with photos in a database that contains more than 10 billion photos, the
recognition accuracy is 99.6 %. Clearview Al software is usually used by law
enforcement agencies in the US to identify criminals, but back in 2020,
BuzzFeed News journalists learned about the company’s plans to expand to
22 international markets, including Ukraine.

This artificial intelligence technology with Clear view Al software is used
in many areas of life and has many uses for Clear view Al, but the company does
not openly talk about it. But the exception for Ukraine is the use of technology
by the Ministry of Internal Affairs to identify russian servicemen killed or
captured in Ukraine, to reunite refugees separated from their families, to identify
Russian servicemen and to expose fake posts about the war in social networks.
Networks (http://www.uintei.kiev.ua/).

Although many global experts on digital security criticize this company
and consider its use by the Armed Forces during a large-scale invasion of the
territory of Ukraine an irreparable mistake that causes an error in the process of
facial recognition and the police can arrest innocent people, since of course a
soldier’s face can be scanned incorrectly, but it is never used as a source of
unique identification. Therefore, this artificial intelligence technology with the
help of Clear view Al software still gives many advantages to the Armed Forces
of Ukraine on the battlefield.

And finally, in our work, we want to look at artificial intelligence
technologies that help detect cruise missiles, drones, helicopters and fighter jets.
Today, this is possible thanks to the combination of Zvook hardware and
software - a machine learning technology that allows you to recognize the engine
sounds of enemy aerial targets. About 40 Zwook hardware and software
complexes are currently operating in Ukraine. This system is used to interact
with air defense systems and detect enemy air targets "in dead zones".

In the first days of the large-scale invasion, the Kyivstar team was involved
in the operation of this hardware and software complex, which installed the first
Zwook systems at its facilities and provided support, round-the-clock assistance
in emergency situations. Therefore, in the future, it is very important that the
flight of the cruise missile can be recorded 4 hours after the installation of the
Zwook complex and inform the relevant military structures.

We currently have two divisions — hardware and software development.
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A physical product (iron) is a physical system located in a certain place on the
territory of Ukraine. The main task is to receive sound from a special device and
focus it with a mirror. Then, with the help of artificial intelligence, this sound is
amplified and transmitted for processing inside a secure data transmission
network. There is no single data center, now they are served by several nodes,
which makes the hub unbreakable, even if there is one. Such a network is
difficult to destroy (http://www.uintei.kiev.ua/).

Then there is the process of recognizing the recorded signal, which goes
through the artificial intelligence departments of this company, as well as
product advertising.

Therefore, machine learning is the basis of the Zvook hardware and
software complex. Thanks to ML, the Zvook can detect unfriendly aerial objects.
The company has an audio stream in which certain sound objects exist in time,
not in space. There are a lot of such objects. It is the wind, the noise of the road,
small flies, the voices of engineers, the shine of cows, chainsaws felling the
forest. These sounds account for 99.9 %. At the same time, this type of artificial
intelligence separates a very small percentage (0.1 % of the time) of those
objects that are really interesting to them — in fact, the sounds with which enemy
air targets move.

The uniqueness of the Zvook hardware and software complex lies
precisely in its ability to detect cruise missiles, where russia uses these missiles
en masse. Even if another country goes to war against Ukraine, the Zvook
hardware and software complex will still be able to detect air targets of this non-
russian enemy. Cruise missiles are built on the same principle — each missile has
a jet engine.

No system can guarantee one hundred percent. But one complements the
other. It is very important to have a good air defense system — it is 90 %
successful in destroying enemy air targets. And the remaining 10 % will be
compensated by other, special technologies, such as the Zvook hardware-
software combination.

Conclusions. Therefore, we would like to conclude that today, during the
active phase of the war on the territory of Ukraine, in order to maintain at a high
level all the work of technical activity and the coordinated work of all spheres
and processes of intelligence of artificial weapons, it is constantly necessary to
improve the qualifications of all workers in the technical field, because time
passes, a large number of the latest technologies are introduced in our country,
and for this we need qualified workers who will always follow it and constantly
learn. Currently, artificial intelligence can both help optimize processes,
brainstorm, detect enemy equipment, and harm. Many years of research await
us, so that we can determine all the risks of using artificial intelligence in the
territory of Ukraine, stop exposing ourselves to danger and protect artificial
intelligence from fraudulent manipulations.
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Bita MOPO3, €Epnap BEI'AJIIEB

CYYACHI ACIIEKTH BUKOPUCTAHHS IITYYHOI'O IHTEJIEKTY
3BPOMHUMM CUJIAMHU YKPATHI B YMOBAX BOEHHOI'O CTAHY

AHortanis. B cydacHoMy r10021i30BAaHOMY, TEXHOJIOTI30BAHOMY 1 pa3oM 3 THM
HECTPYKTYPOBAaHOMY CBIiTi poJib iH(OpMaIiifHO-aHANITUYHOI AisUTBHOCTI 00’ €KTUBHO 3pPOCTAE.
Ile 06yMOBJIEHO Ha caM Tepe]l BOEHHHM CTaHOM B YKpaiHi i HEKOHTPOIBOBAHHM PO3BHTKOM
yCIX IPOIIECIB 1 SIBUIIL ITOB’I3aHKUX 3 BIHHOIO B YKpaiHi, SIK B CBITOBIi €KOHOMILIi, TaK i B MOMITHIII
B yCbOMY CBITi. J{isinbHICTh Oynb-sSIKUX CTPYKTYP, & HacaMIepes aliropuTM BEICHHS BOEHHUX
niit 30poitHuMH cuilaMH YKpaiHu Ta IHIIUMH MUTITAPH30BAHUMH CTPYKTYypaMU Ha TEPUTOpIi
VYkpainu 3 METOI0 3BUIBHEHHS BiJl 3arapOHMIBLKOI POcii CbOrojHI MOTPedye MPOrHO30BAHOIO
PO3BUTKY, 3aXHCTY BiJI pU3HKiB, HeOe3mek 1 BUKIIMKIB. CaMe TakiM yHIBepCcaJbHUM 3aCO00M B
iHpOpMaIIHOMY CYCIIJILCTBI € iHpOopMaliHHO-aHATITHYHA AiSJIbHICTD, SKa TpaHCHOPMYEThCS
B TICHY B3a€MOJI0 3 TEXHIYHMMH CIIOCOOAMH CYMPOBOJKECHHS ITOBHOLIHHOTO KOMIUIEKCY
Be/IeHHsI OOMOBHX [Iiif B paMKax TOBHOMACIITAOHOI BiiHH Ha 110 30Cepe/KeHa Hallla CTaTTs.

Hame nocmimkeHHs poO3KpHBaEe cydacHi yMOBHM TexHiuHOl nisuibHocTi 3CY, mio
CYIPOBOMXKYEThCSA MEPIIUM Ta IIBHIAKMM pearyBaHHAM HA 3arpo3d, a TaKOX HPUHHATTAM
YIIPaBIIHCHKUX pillleHb HAa PiBHI KOMaHyBaHHsI, Ta Ha PiBHI Jep>KaBH 10 3a0€3MEUCHHIO eTaIliB
BeJIeHHsI OOHMOBHUX Jil. AJKe Bl TEXHIYHOI, TPOTHO30BAHOI TisUIbHOCTI 30pOHHMX CHT Y KpaiHH
Ta KOXKHOT'O 3aJIEXKHUTH e(pEeKTUBHE IIPUHHATTS pillieHb, OCOOUCTE YKUTTS KOXKHOTO IPOMaITHHHA
Ykpainu Ta TepuTopialibHa HITICHICT BCI€T AepKaBu.

Ha croromui cran ynpasniHas B iHGOpMaLiiiHii nisuibHOCTI 30poitHUX cril YKpaiHu B
YMOBax [ii BOEHHOTO CTaHy, XapaKTePH3YeThCS 30LIBIICHHSAM CIENU(ITHOl MiSUTBHOCTI, SKa
BUMAara€ BHKOPHCTaHHS CYYacHHX KOMII'IOTEpHUX 3aco0iB, iH(opMaTH3allii pi3HOMaHITHUX
CKJIAIOBUX 1X MisTIBHOCTI, BIPOBA/DKEHHS HOBUX iH(OpMAaIifHUX TEeXHOJOTid y 300pi Ta
00poO1i, BpaxoBYIOUM TaeMHHH XapakTep HaHoi iHQopmamii, mo mnoTpedye HOBITHBOI
KOMIT FOTEPHOI TeXHIKH.

Knwuosi  cnosa:  ingopmayitina  OisibHicmy,  iH(hopMmamuzayis  MEXHIYHO20
3abe3neyents, npagosull pexcum Oii 8OEHHO20 cmawy, wmyuHuti inmenekm, 36pouni cuiu
Vkpainu, aominicmpamueno-npasoge 3abe3neuenHs, O0epicasHe pecyTio8aHHs, GilCbKoge
VAPAGNIHHSL.
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